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1 Audience

This document is intended for the SIP trunk customer’s technical staff and Value Added
Retailer (VAR) having installation and operational responsibilities. This configuration guide
provides steps for configuring Crestron UC-PHONE and UC-PHONE-PLUS with Microsoft
Teams Direct Routing using AudioCodes Mediant VE SBC and Avaya Aura v8.0 as
Customer PBX.

1.1 Crestron UC-PHONE and UC-PHONE-PLUS

The Crestron UC-PHONE and UC-PHONE-PLUS phones are designed for use with the
Microsoft Teams intelligent communications platform. They enable superior voice calling
and full-duplex hands-free conferencing in a stylish desktop package. A consistent user
experience at every desk, workstation, and meeting space is provided via the familiar and
intuitive Microsoft Teams touch screen Ul, affording simple operation with comprehensive
call and contact management features, built-in calendaring, and one-touch meeting joins.

The Crestron UC-PHONE and UC-PHONE-PLUS desk phones install easily and connect
securely, with 10T cloud based provisioning and management via the Crestron XiO Cloud™
service. They work natively with any Microsoft Teams account for a streamlined deployment
on any enterprise or SMB network.

1.2 tekVizion Labs

tekVizion Labs™ is an independent testing and Verification facility offered by tekVizion PVS,
Inc. (“tekVizion”). tekVizion Labs offers several types of testing services including:

e Remote Testing - provides secure, remote access to certain products in tekVizion
Labs for pre-Verification and ad hoc testing

e Verification Testing - Verification of interoperability performed on-site at tekVizion
Labs between two products or in a multi-vendor configuration

e Product Assessment - independent assessment and verification of product
functionality, interface usability, assessment of differentiating features as well as
suggestions for added functionality, stress and performance testing, etc.

tekVizion is a systems integrator specifically dedicated to the telecommunications industry.
Our core services include consulting/solution design, interoperability/Verification testing,
integration, custom software development and solution support services. Our services helps
service providers achieve a smooth transition to packet-voice networks, speeding delivery of
integrated services. While we have expertise covering a wide range of technologies, we have
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extensive experience surrounding our practice areas which include: SIP Trunking, Packet
Voice, Service Delivery, and Integrated Services.

The tekVizion team brings together experience from the leading service providers and
vendors in telecom. Our unique expertise includes legacy switching services and platforms,
and unparalleled product knowledge, interoperability and integration experience on a vast
array of VolP and other next-generation products. We rely on this combined experience to
do what we do best: help our clients advance the rollout of services that excite customers
and result in new revenues for the bottom line. tekVizion leverages this real-world, multi-
vendor integration and test experience and proven processes to offer services to vendors,
network operators, enhanced service providers, large enterprises and other professional
services firms. tekVizion's headquarters, along with a state-of-the-art test lab and Executive
Briefing Center, is located in Plano, Texas.

For more information on tekVizion and its practice areas, please visit tekVizion Labs
website at www.tekVizion.com
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2 SIP Trunking Network Components

The network for the SIP trunk reference configuration is illustrated below and is
representation of Crestron UC-PHONE and UC-PHONE-PLUS connected 0365 Cloud with
Microsoft Teams Direct Routing to Avaya Aura v8.0 environment using AudioCodes Mediant
VE SBC and PSTN Gateway for PSTN connectivity. Media bypass enables Configured teams
side used in this topology.

Direct Routing Trunk Office

365
Cloud

PSTN
Microsoff Direct Routing
Certified |SBC
A,

Device Under Test

\\

Enterprise
Network

Figure 1 Network Topology

Numbering Plan

e Avaya users are configured with 4 digit extension 75XX
e Teams users are configured with E164 numbers +197259809XX

Dialing Plan

e Teams users and Avaya users call PSTN either doing 10 digits 11 digits dialing or
E164 dialing
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e Teams users call Avaya users by dialing 75XX
e Avaya users call Teams users by dialing 8XXX and AudioCodes will include the prefix
+1972XXX and will send to Teams.

2.1 Hardware Components

e Microsoft Office 365 tenant with E5 without Audio Conferencing assigned to Teams
users

e AudioCodes Mediant VE SBC for Teams Direct Routing serves as the demarcation
point between customer’s network and 0365 WAN network

e Crestron UC-PHONE-PLUS and Crestron UC-PHONE phones

e Avaya Aura Communication Manager Configuration

e Avaya Aura Session Manager Configuration

e Avaya SBCE Configuration

e PSTN Gateway

2.2 Software Requirements

¢ AudioCodes Mediant VE SBC v7.20A.250.003

e Skype For Business 2015 Version (6.0.9319)

e Avaya Aura Communication Manager Configuration v8.0.1
e Avaya Aura Session Manager Configuration v8.0.1

e Avaya SBCE Configuration v8.0

e Crestron UC-PHONE-PLUS v58.15.91.15

3 Features
3.1 Features Supported

e Basic Inbound and Basic Outbound

e Call hold and resume

e (all transfer (semi-attended and consultative)
e Conference

e Call forward (all, no answer)

e Busy On Busy

e Simultaneous ring

e Calling line identification restriction

e DTMF relay both directions (RFC2833)
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3.2 Caveats and Limitations

¢ Direct Routing supports call escalation to an adhoc conference without
Audioconferencing license. However the UC-PHONE-PLUS and UC-PHONE desk
phones could not add a user into conference without Audio Conferencing license.

e The UC-PHONE-PLUS desk phone is unable to resume a held call using soft-key, if
the call has been answered by the phone using receiver or speaker button.
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4 Configuration

4.1 Configuration Checklist

In this section we present an overview of the steps that are required to configure
Microsoft Teams, Avaya SBCE, Avaya Aura Session Manager, Avaya Aura
Communication Manager and AudioCodes for SIP Trunking with Microsoft Teams
Direct Routing.

Table 1 - PBX Configuration Steps

Steps Description Reference
Step 1 Microsoft Teams Configuration Section 4.3
Step 2 AudioCodes VE SBC Configuration Section 4.4
Step 3 Avaya Aura Communication Manager Section 4.5
Step 4 Avaya Aura Session Manager Section 4.6
Step 5 Avaya SBCE Section 4.7

4.2 IP Address Worksheet

The specific values listed in the table below and in subsequent sections are used in the lab
configuration described in this document and are for illustrative purposes only. The
customer must obtain and use the values for your deployment.

Table 2 - IP Addresses

Component | Lab Value

AudioCodes
LAN IP Address 10.64.3.10
LAN Subnet Mask 255.255.255.0
WAN IP Address 192 XX XX.XX
WAN Subnet Mask 255.255.255.128

Avaya Aura Communication Manager
IP Address 10.89.33.4 (Signaling)/10.89.33.14 (Media)
Subnet Mask 255.255.255.0
Avaya Aura Session Manager

LAN IP Address 10.89.33.7
LAN Subnet Mask 255.255.255.0

Avaya SBCE
LAN IP Address 1 10.89.33.3
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LAN Subnet Mask 255.255.255.0
WAN IP Address 192.65.79.204
WAN Subnet Mask 255.255.255.0

4.3 Microsoft Teams Configuration

This section with screen shots taken from Office 365 Portal and PowerShell Command used

for the interoperability testing gives a general overview of the Microsoft Teams
Configuration.

4.3.1 Teams User Configuration

Below are the steps to create a user in office 365 portal.

1. Login into http://portal.office.com/ using your office 365 tenant administrator
credentials.

o= Microsoft
Sign in

tmail, phone, or Skype

Mo account? Create one!
Can't access your accoumnt?

Sign-in options

Mext

Figure 2: Office 365 Portal Login

2. Select the Office 365 Admin Icon to login Office 365 Admin Center as shown below.

- Office 365 £ serch Q& 9 e

Apps Install Office

& o @ @ & @ % % w|[Q@

Outlook OneDrive Word Excel PowerPoint OneNote SharePoint Teams Yammer Admin

Explore all your apps >
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Figure 3: Office 365 Portal Login

3. Select “Add a user” from the Microsoft 365 Admin Center as shown below.

Microsoft 365 admin center

) Home & Customize your home tekVizionLabs
i
‘ Search users, groups, settings or tasks
<> AAD Connect Status > ,Q Active users > £ Biling >
= _
Last directory sync + Add a user Total balance: $0.00
last synced more than 3 days ago
= Password sync i Delete a user ¢ Update payment details
@ no recent synchronization j’ Edit a user B View my bill
2, Reset a password
2 ] Office software & Domains > (@ Support
Id 4 Install my software -+ Add a domain -+ New service request
@ =7 Share the download link i Remove a domain g=  View service requests
4 Software download settings & Edit a domain
m Troubleshoot installation #2  Check health
Figure 4: Teams User Creation
4, Enter the user details, password and assign required license to the users and Click

Add
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Add user e

First name Last name
Basics crestron teams5
i *

Product licenses Display name

crestronteams5

Optional settings
Username *

tekvizionlabs.com e

crestroncrestronteams))

Finish

Password settings
@ Auto-generate password

O Let me create the password

. Require this user to change their password when they first sign in

|:| Send password in email upon completion =

Figure 5: Teams User Creation - Contd.

c 0 & admin.microsoft.com/AdminPortal/Home#/users L ~ g

Add user

Select location *

United States b

@ Basics

Product licenses
Licenses (1) *

@ Assign user a product license
Optional settings

l:‘ Communications Credits
Unlimited licenses available

Finish D Domestic Calling Plan
3 of 5 licenses available

D Intune

95 of 100 licenses available

l:‘ Microsoft Teams Commercial Cloud (User Initiated)
Unlimited licenses available

l:‘ Microsoft Teams Trial
Unlimited licenses available

[ ] office365 €5
6 of 13 licenses available

Office 365 E5 without Audio Conferencing
26 of 100 licenses available

O Create user without product license (not recommended)

They may have limited or no access to Office 365 until you assign a product
license.

Figure 6: Teams User Creation - Contd.
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c O & admin.microsoft.com/AdminPortal/Home#/users or

Add user

@ Basics

& Product licenses

Optional settings

You can choose what role you'd like to assign for this user, and fill in additional profile

information.
Optional settings
Roles (User: no administration access) o
@ Finish
Profile info ~
Figure 7: Teams User Creation - Contd.
Add user >
-
' - =
You're almost done - review and finish
@' Basics -
| adding
@ FProduct licenses
| Assigned Settings
@ Opticnal settings Review all the info and settings for this user before you finish adding them.
| Display and username
Finish _
Password
Type: Auto-generated
Product licenses
Oifice 365 ES hout Audio Conferencing

Back Finish adding

Figure 8: Teams User Creation - Contd.
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Add user >

& crestronteams5 has been added

T Basics
Q Product licenses This new user will now appear in your list of active users
@ Opticnal settings User details
| Display name: crestronteams5
& Finist Use e: crestroncrestronteams5S@tekvizionlabs.com
Password: Tux91399
Mext steps
Figure 9: Teams User Creation - Contd.
5. Select the Admin icon from the Microsoft 365 Administrator Home page and

navigate to Microsoft Teams admin center as shown below.

Microsoft 365 admin center

far
2
e
=
=
e

IS .
Exchange Cf ~4 Active users >
TEEmE = i Add a user
5 m Delete a user
SharePoint =
£F  Edit a user

O Dirive T

neseE Tk, Reset a password

Yammer F

B

PowerfApps OF

Flow =

Security & Compliance =

Azure Active Directory T

a8 NS

Cevice Management =F
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6.

7.

Figure 10: Microsoft 0365 admin

Select Users from the Microsoft Teams Admin Center to view the list of available
users.

Microsoft Teams admin center

MICROSOFT TEAMS UPGRADE
Dashboard

Planning your upgrade to Teams
Teams

We are bringing the capabilities of Skype for Businass
Do Cnline inta I\_wlicros.oﬂ_ Teams i.:o deliver a sir?gle hub.fcnr
teamwork with built-in, fully-integrated voice and video, We
have resources and tools available to assist you in planning  _ _g_)g -

Locations and upgrading some or all of your users to Teams.

Learn more

Users

Meetings
Messaging policies
Teams apps USER SEARCH

Voice

LA
m
w
r
C
o
ot
o
o
3
=
v
m
=
m
.

Analytics & reports

Org-wide settings
Recent searches will show up here.
Legacy portal [4

Call quality dashboard [

View users

Firstline Worker configu... £

Figure 11.: Microsoft 0365 admin

Search for the user created above and click on the user display name to view user
properties.
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&« C ()} & adminteamsmicrosoft.com/users #f @® 0 153

Microsoft Teams admin center Q & ? S

Teams

Manage teams

Users
Teams policies You can manage audio conferencing settings, the policies assigned to them, phone numbers and other features for people in
your organization that use Teams and Skype for Business. However, if you need to manage other user settings such as adding
Devices - or deleting users, changing passwords or assigning licenses, go to the Admin center > Users,

Locati

Users UestrorJ X Y @

Meetings
v Display name Username Phone number Location Policies
Messaging policie

Crestron Teams2 crestronteams2 @tekvizionlabs.onmicrosoft.c... +1972 United States 6 glob.

Teams apps

CrestronCenfRoom CrestronConfRoom@tekvizionlabs.com +1972 United States 8 glob.

Org-wide settings v crestronteams5 UC PHONE crestronteams5 @tekvizionlabs.onmicrosoft.c... United States 9 glob.

Legacy portal [4

Crestron Teams1 crestronteams1@tekvizionlabs.com +1 972- United States 6 glob,

crestronteams3 crestronteams3@tekvizionlabs.onmicrosoft.c... +1972] United States 6 glob

Call quality dashboard [
crestronteamsd. crestronteamsd@tekvizionlabs.onmicrosoft.c... +1 972- United States 6 glob,

Figure 12: Microsoft 0365 admin

8. Under user properties, navigate to Account and set the teams upgrade mode to
Teams only as shown below.

Microsoft Teams admin center

Users \ crestronteamsS UC PHOME
Dashboard

Teams crestronteams5 UC PHONE TpATQuALTY ToRYACT

Manage teams T‘| =

]

crestronteams5 @tekvizionlab
s.onmicrosoft.com

Teams polici United States

Devices

(=]

o

Locations
Users
Meetings
Messaging policies
Voice Call history Policies
Teams apps

Voice General information Teams upgrade 7

Analytics & reports

wide settin

Figure 13: Teams User
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4.3.2 Configure Calling policy to Users

1) Under user properties, navigate to Policies and set the Calling Policy as shown
below. Here in the below example custom policy “Busy on Busy enabled” is
assigned to user. Procedure to create custom policy is shown in the next section.

Microsoft Teams admin center

A
Dashboard'y, Caling policies

Dashboard

Calling policies

Calling policies are used to control what calling features are available to people in Teams. You can use the Global [Org-

wide default) policy that is created or create one or more custom calling policies for people that have phone numbers in
i

your organization. Learn more!

283 Teams
A Devices
f3 Locations

P .
0 Users t Mewpolicy | & Edit [ Duplicate [i) Delete ! Manage users

| Meetings

Mame T Description Custom policy
| Messaging policies
AllowCalling Mo
5 Teams apps
i DisallowCalling Mo
Voice
Direct Routing Global [Org-wide defa... Mo

Call queues

Auto attendants

Call park policies

Calling policies

Figure 14 - Calling Policy
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2. Below calling policy is created to turn on Busy on Busy. Click save to complete the
configuration.

Dashboard \ Calling poficies\ Mew poficy

Busy on Busy Enabled

Lrescripuor

Make private calls D On
Call forwardin i ingi
: .g a.nd simultaneaus ringing to people () on
in your organization
Call forwarding and simultaneous ringing to

(8]
external phone numbers () n
Vioicemail is available for routing inbound calls User controlled
Inbound calls can be routed to call groups D an
Allow delegation for inbound and outbound calls (} On
Prevent toll bypass and send calls through the PSTH ® Off
Busy on busy is available when in a call () On

Figure 15 - Calling Policy

4.3.3 Configure user parameters.

Using the Remote PowerShell connect to Microsoft office 365 Tenant. Use the below
commands to set DID and enable Enterprise Voice, Hosted Voicemail for Teams users.

Set-CsUser -identity "crestronteams5@tekvizionlabs.com” -
EnterpriseVocieEnabled $true -HostedVoicemail $true

Set-CsUser -identity "crestronteams5@tekvizionlabs.com” -OnPremlineURI tel:
+197259800xx

434 Create Online PSTN Gateway

Use the below command to pair the SBC to the tenant.

\ New-CsOnlinePSTNGateway -Fqdn <SBC FQDN> -SipSignallingPort <SBC SIP Port>

-ForwardCallHistory $true -ForwardPai $true -MaxConcurrentSessions <Max
Concurrent Sessions the SBC can handle> -Enabled $true -MediaBypass $true
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PS C:\Users\spandian> Get-CsOnlinePSTNGateway -Identity sbc4.tekvizionlabs.com

: sbc4.tekvizionlabs.com
: sbc4.tekvizionlabs.com
SipSignallingPort : 5061
FailoverTimeSeconds : 10
ForwardcCallHistory : True
ForwardpPai : True
SendSipOptions : True
MaxConcurrentSessions S (0 ]0)
Enabled : True
MediaBypass : True
GatewaySiteId :
GatewaySiteLbreEnabled : False
FailoverResponseCodes : 408,503,504
GenerateRingingwhileLocatingUser : True
PidfLoSupported : True
MediaRelayRoutinglLocationOverride :
ProxyShc :
BypassMode : None

Figure 16 - Online PSTN Gateway

4.3.5 Configure Online PSTN Usage

Use the below command to add a new PSTN usage.

Set-CsOnlinePstnUsage -identity Global -Usage @{Add="<usage name>"}

After creating Online PSTN usage use the command “(Get-CsOnlinePstnUsage).usage” to
view the online pstn usage created. Example is shown below.

P5 C:A\WINDOWSYsystem32= (Get-CsOnlinePstnlsage).usage
U5 and Canada

Test

CCE

Non E.1l64
ThinkTel
shc3

shcd

Figure 17 - Microsoft Teams - Online PSTN usage reference

4.3.6 Configure Online Voice Route

Use the below command to add a new online Voice Route.

New-CsOnlineVoiceRoute -ldentity "<Route name>" -NumberPattern ".*"
-OnlinePstnGatewayList "<SBCFQDN>" -Priority 1 -OnlinePstnUsages "<PSTN usage
name>"}
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P5 C:\WINDOWS'system32> Get-CsOnlineVoiceRoute -Identity sbc4

Identity : sbca
Priority HE-1

Description E

NumberPattern E oS

OnlinePstnUsages : {sbca}
OnTlinePstnGatewaylList : {sbc4.tekvizionlabs.com}
Name : sbcd

Figure 18 - Microsoft Teams - Online PSTN Voice Route reference

4.3.7 Configure Online Voice Route Policy

Create a new online Voice Routing Policy using the below command.

New-CsOnlineVoiceRoutingPolicy "<policy name>" -OnlinePstnUsages "<pstn usage
name>"

P5 C:\WINDOWSsystem32> Get-CsOnlineVoiceRoutingPolicy

Identity : Tag:sbc4
OnTlinePstnUsages : {sbc4}
Description 3
RouteType : BYOT

Figure 19 - Microsoft Teams - Online Voice Route Policy

4.3.8 Configure Online Voice Route Policy to user

Assign a online Voice Routing Policy to user using the below command.

Grant-CsOnlineVoiceRoutingPolicy -Identity "<Teams User>" -PolicyName "<PSTN
Usage>"

> Grant-CsOnlinevVoiceRouting | | "crestronteams5” -PolicyName "sbc4"

Figure 20 - Microsoft Teams - Online Voice Route Policy to User

4.3.9 Configure Tenant Dial Plan

Tenant dial plan added to provision custom dial plan to user. Example is shown below

New-CsTenantDialPlan -lIdentity <dial plan name> -Description “For Extension
Calling”

> Get-CsTenantDialPlan -Identity crestron

Identity : Tag:crestron
Description : For Extention Dialing
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NormalizationRules

{Description=crestron; Pattern—/\( *)$;Translation=%$1;Name=crestron;IsInternalExtension=False}
ExternalAccessPrefix

SimpleName : crestron
OptimizeDeviceDialing : False

Figure 21 - Microsoft Teams — Configure Tenant Dial Plan

4.3.10 Create Normalization Rule

Create a new Voice Normalization Rule using the below command.

$rule1 = New-CsVoiceNormalizationRule -Parent Global -Description “description” -
Pattern ‘A(.*)$’' -Translation ‘$1' -Name <dial plan name> -IsinternalExtension $false
-InMemory

= New-CsVoiceNormalizationRule -Parent Global -Description “crestron” -Pattern ‘A(,*)$" -Translation ‘§1° -Name crestron -IsInternzlExtension -InMemary

Figure 22 - Microsoft Teams — Normalization Rule

4.3.11  Associate Normalization rule to tenant dial plan

Associate the Voice Normalization Rule to tenant dial plan created earlier using the below
command.

Set-CsTenantDialPlan -ldentity <dial plan name> -NormalizationRules
@{add=%$rule1}

> Set-CsTenantDialPlan -Identity crestron -NormalizationRules @{add=

Figure 23 - Microsoft Teams — Normalization Rule to tenant dial plan

4.3.12  Associate tenant Dial plan to user

Assign the Tenant dial plan to the user using below command.

\ Grant-CsTenantDialPlan -identity <username> -PolicyName <dial plan name>

> Grant-CsTenantDialPlan -identity crestronteams5 -PolicyName crestron

Figure 24 - Microsoft Teams — tenant dial plan to user

4.3.13  Calling Line Identity Policy

Calling Line Identity Policy is used to present\restrict users Caller ID.

New-CsCallingLineldentity -ldentity anonymous_policy -Description "clid
restricted” -CallingIDSubstitute Anonymous -EnableUserOverride $true
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Use the command Get-CsCallingLineldentity to view the Calling Line Identity policy
created.

P5 C:\WINDOWS\system32> Ger-CsCallingLineIdentity -Identity anonymous_policy

Identity : Tag:Anonymous_policy
Description : clid restricted

Enableuseroverride : True
ServiceNumber :
callingIDsubstitute ! Anonymous
BlockIncomingPstnCallerID : False

Figure 25 — Privacy Policy

Associate the policy created above to the users using the below command.

Grant-CsCallingLineldentity -lIdentity "crestronteams5@tekvizionlabs.com" -
PolicyName anonymous_policy

User associated with the above policy gets an additional Option as “Caller ID" in their
Teams Client.

Navigate to Settings -> Calls -> Caller ID in users Teams client, Check “Hide my phone
number and profile information” to restrict caller ID.
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4.4 AudioCodes VE SBC Configuration

4.4 General

AudioCodes Mediant 1000 SBC was used as it can meet the requirements and support the
enhancements for Microsoft Teams Direct Routing. PSTN Gateway SIP Trunk is a non-
registering trunk that connects to E-SBC using UDP. Avaya SBCE SIP Trunk that connects to
E-SBC using UDP. The SBC must be configured to perform back to back User Agent (B2BUA)
functionality. For the B2BUA configuration, it is recommended that Physical interfaces are
connected with two different customer WAN networks.

4.4.2 Configure VLANs

To configure VLANSs, navigate to IP Network tab - Core Entities menu > Ethernet
Devices

Add an entry with VLAN ID for underlying Teams and CenturyLink Voice Complete®
interface Groups configured.

¢ C Y A Notsecure | 10.643.10 % ® o | &
moudlocodes MOMITOR TROUBLESHOOT

MEDIANT VE SBC IP NETWORK O Entity, parameter, value
® SRD | A v

£y NETWORK VIEW Ethernet Devices (2)
4 CORE ENTITIES -
[} Page 1 of 1 Show |10 ¥ | records per page ~
IP Interfaces (2)
Ethernet Devices (2) INDEX * VLAN ID ﬁr‘TEE;';é'E\G MAME TAGGING MTU
Ethernet Groups (15) 0 . GROUP_1 TEAMS Untagged 1500
e s (2
Physical Ports (2) ] ] GROUP 2 TEKVLAN Untagged 1500

Static Routes (3)

Figure 26 — Ethernet Devices

4.4.3 Configure IP Network Interfaces

To configure IP Network interfaces, navigate to the IP Network tab->Core Entities menu -
>Interfaces Table.

Configure the WAN and LAN interface (interface towards Teams and LAN) as shown below:
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<« C Y A Notsecure | 10.643.10 * @ 0 & :

QCaudiocodes

MEDIANT VE SBC L Entity, parameter, value

® SRD | A v

{2+ NETWORK VIEW IP Interfaces

4 CORE ENTITIES
o Page 1 of 1 Show [ 10 v | records per page o
1P Interfaces (2)

APPLICATION  INTERFACE PREFIX DEFAULT PRIMARY SECONDARY =~ ETHERNET
Ethernet Devices (2| - S5
@ INDEX NAME TiRE MODE IPADDRESS || ern GATEWAY DNS DNS DEVICE
Ethernet Groups (15) 0 TEAMS Media + Contr IPv4Manual  19265.79.118 27 1o2es [l zsae 0.0.00 TEAMS
- s (2
Physical Ports (2) 2 TEKVLAN OAMP + Mediz IPv4Manual  10.64.3.10 16 10.64.1.1 10.85.0.232  0.0.0.0 TEKVLAN

Static Routes (3)

MNAT Translation (0)

SECURITY

Figure 27 — IP interface Devices

IP interface TEAMS

GENERAL IP ADDRESS
Index 0 nterface Mode Pv4 Manual v
Name o | TEAMS IP Address -
Application Type » | Media + Contrel v Prefix Length . 27
Ethernet Device . #0 [TEAMS] w | View Default Gateway -
DNS
Primary DNS e | 8888
Secondary DNS 0.0.0.0
Cancel [ElEY

Figure 28 — IP interface Devices
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IP Interfaces — TEKVLAN

s [TEKVLANT

GENERAL IP ADDRESS

Index merface Mode Pv4 Manua v
Name » | TEKVLAN IP Address

Application Type OAMP + Media + Control v Prefix Length 16

Ethernet Device . ##1 [TEKVLAN] v | View Default Gateway e | 10641

DNS

Primary DNS | 10850232

Secondary DNS 0.00.0

Cancel QRGNS

Figure 29 — IP interface Devices

4.4.4 Configure DNS SRV Records

Microsoft Teams Direct Routing uses primary, secondary and tertiary datacenters for call

routing.

AudioCodes Mediant 1000 SBC uses internal SRV records to resolve the FQDN of these

datacenters.

To configure DNS SRV records, navigate to the IP Network tab >DNS menu - Internal

SRV Table.
Configure a DNS SRV records as shown below and associate it under proxy set towards
Teams
GENERAL 2ND ENTRY
Domain Name ® teams.local DNS Mame 2 ® sip2 pstnhub.microsoft.com
Transport Type e TLS Priority 2 .2
Weight 2 (I
1ST ENTRY Port 2 » 5061
DNS Name 1 & sip pstnhub.microsoft.com
Priority 1 . 3RD ENTRY
Weight 1 LI DNS Mame 3 ® sip3.pstnhub.microsoft.com
Port 1 = 5061 Priority 3 =3
Weight 3 =1
Port 3 s 5061

Property of tekVizionLabs - 28




Figure 30 — DNS SRV Records

4.4.5 Configure SRTP

By default, SRTP is disabled.

To enable SRTP, navigate to Setup - Signaling and Media >Media > Media Security.
Set the parameter 'Media Security' to Enable; configure the other parameters as shown
below

QCaudiocodes O Admin=
MEDIANT VE 5BC O Entity, parameter, value
® SRD | A v
Media Security
{at TOPOLOGY VIEW
CEEETITE GENERAL AUTHENTICATION & ENCRYPTION
CODERS & PROFILES
Media Security |+ | Enable v Authentication On Transmitted RTP Packets| Active v
e Media Security Behaviar o Preferable - Single me ¥ Encryption On Transmitted RTP Packets Active v
SIP DEFINITIONS Offered SRTP Cipher Suites Al v Encryption On Transmitted RTCP Packets | Active v
MESSAGE MANIPULATION Aria Protocol Support Disable v SRTP Tunneling Authentication for RTP Disable v
SRTP Tunneling Authentication for RTCP Disable v
4 MEDIA
MASTER KEY IDENTIFIER
RYP/RTCP Settings Master Key Identifier (MKI) Size o
Volee Settings
Fax/Modem/CID Settings Symmetric MKI Disable v
Media Settings
DsP Settings Cancel ARG

Figure 31 — Media Security

4.4.6 Configure TLS contexts

Microsoft Teams Direct Routing allows only TLS connections from SBCs for SIP traffic with a
certificate signed by one of the trusted Certification Authorities. Currently, supported
Certification Authorities are:

e AffirmTrust

e AddTrust External CA Root

e Baltimore CyberTrust Root

e Buypass

e Cybertrust

e Class 3 Public Primary Certification Authority
e Comodo Secure Root CA

e Deutsche Telekom
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o DigiCert Global Root CA
o DigiCert High Assurance EV Root CA

e Entrust
o GlobalSign
e Go Daddy

e GeoTrust
o Verisign, Inc.

o Starfield
e Symantec Enterprise Mobile Root for Microsoft
e SwissSign

e Thawte Timestamping CA

e Trustwave

e TeliaSonera

e T-Systems International GmbH (Deutsche Telekom)
e« QuoVadis

Please refer to the below URL for latest Certification Authorities trusted by Microsoft Teams
Direct Routing. https://docs.microsoft.com/en-us/microsoftteams/direct-routing-plan

To configure TLS contexts, navigate to IP Network tab >Security menu >TLS Contexts.
Create a new TLS context for Teams as shown below.

#1[Teams] m
GENERAL 0oCspP
Mame * Teams OCSP Server Disable

TLS Version * TLsvi.2 Primary OCSP Server

DTLS Version Any Secondary OCSP er...

Cipher Server RC4-AESTZE OCSP Port 2560
Cipher Client DEFAULT OCSP Default Respo... Reject
Strict Certificate Exte... D |

DH key Size * 2048

Certificate Information == Change Certificate == Trusted Root Certificates ==

Figure 32 — Teams TLS

Once TLS context is configured, click on the change certificate and generate a CSR. Get the
CSR signed from a CA trusted by direct routing and upload it to the same TLS context under
change certificates. Import the root and intermediate Certificates to the trusted root
certificates shown above.

Note: Root certificate used by Microsoft Direct Routing has to be uploaded to the SBC
trusted root certificates.
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4.4.7 Configure Media Realms

To configure Media Realm, navigate to Signaling & Media tab -> Core Entities menu ->
Media Realms.

= G (Y A Notsecure | 10.64.3.10 - % ® 0 &

QCaudiocodes

MEDIANT VE SBC O Entity, parameter, value

® SRD | A v

{3 TOPOLOGY VIEW Media Realms (2)
4 CORE ENTITIES _
m T Pags1 of 1 Show |12 ¥ | records per page .
SRDs (1)
IPV4 INTERFACE NUMBER OF MEDIA DEFAULT MEDIA
SIP Interfaces (5 - M| ( s g
) INDEX NAME e PORT RANGE START 5= OF PORTRANGEEND  pETY
MMQ 0 TEAMS TEAMS 50000 100 50459 No
Prosy Sets {5) 1 TEKVLAN TEKVLAN 7000 100 7499 No
IP Groups (5)

CODERS & PROFILES

Figure 33 — Media Realms

Configure a Media Realm for WAN traffic - “Teams” as shown below:

GENERAL QUALITY OF EXPERIENCE

Index QoE Profile - ¥ | View
Name 'I TEAMS Bandwidth Profile - - | View
Topology Location Down v

IPv4 Interface Name - #0 [TEAMS) v | View

Port Range Start = | 50000

Number Of Media Session Legs = 100
Port Range End 5049

Default Media Realm Mo v

Cancel QEACERY

Figure 34 — Teams
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Configure a Media Realm for LAN traffic - “TEKVLAN" as shown below:

GEMNERAL QUALITY OF EXPERIENCE

Index QoE Profile - v | View
Name |‘ TEKVLAN Bandwidth Profile - v | View
Topology Location = Up v

IPv4 Interface Name . #2 [TEKVLAN] v | View

Port Range Start 7000

Number Of Media Session Legs e 100

Cancel QEGIHRY

Figure 35— LAN LAB

4.4.8 Configure the SRD

To configure Signaling Routing Domains (SRD), navigate to Signaling & Media tab - Core
Entities menu > SRD Table

Here the default SRD is used as shown below.
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#0[DefaultSRD]

GENERAL

Name

Sharing Policy
SBC Operation ...
SBC Routing Pol...
Used By Routin...
Dial Plan

CAC Profile

L]

L]

DefaultSRD
Shared
B2BUA

# [Default_SBCRoutingPolicy] View

Not Used
#[-1 View
#[-] View

REGISTRATION

Max. Number o...
User Security M...

Enable Un-Auth...

i

g
Accept Al

Enable

Figure 36 — Default SRD
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4.4.9 Configure SIP Signaling Interface

For this test, three external SIP interfaces were configured on the SBC. To configure SIP
interfaces, navigate to Signaling & Media tab > Core Entities menu > SIP Interface
Table.

Configure a SIP interface for the WAN (towards Teams) as shown below.

SRD #0 [DefaultSRD] A

GEMERAL MEDIA
ndex Media Realm |- #0 [TEAMS] v | View
Name o | TEAMS Direct Media Disable v
Topology Location Down A\
Network Interface 3 #0 [TEAMS] w | View| SECURITY
Application Type SBC v -

TLS Context Name o #1 [Teams] v | View
UDP Port 5080 _

TLS Mutual Authentication s | Enable v
TCP Port sl 0 N

Message Policy - ¥ | View
TLS Port 5061

User Security Mode Mot Configured A
Additional UDP Ports

Enable Un-Authenticated Registrations Mot configured ¥
Additional UDP Ports Mode Always Open A

Max. Number of Registered Users

Encapsulating Protocal No encapsulation A\

Figure 37 — Teams

Enable TCP Keepalive «  Enable v
Used By Routing Server Not Used r
Pre-Parsing Manipulation Set - w | View
CAC Profile - v | View
CLASSIFICATION

Classification Failure Response Type o | 0

Pre-classification Manipulation Set ID -1

Call Setup Rules SetID -1

Cancel QELZRG

Figure 38 — Teams
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Configure a SIP interface for the LAN (towards PSTN Gateway) as shown below.

SRD #0 [DefaultsRD] v
GENERAL MEDIA
Index Media Realm L #1 [TEKVLAN] ¥ | View
Name o | PSTNGW Direct Media Disable A
Topology Location s | Up v
Network Interface o #2 [TEKVLAN] v | View SECURITY
cation Type S v -

Application Type <EC TLS Context Name . - v | View
UDP Port 5060 -

TLS Mutual Authentication r
TCP Port e« 0

Message Policy - - | View
TLS Port s 0

User Security Mode Mot Configured r
Additional UDP Ports

Enable Un-Authenticated Registrations Mot configy 4
Additional UDP Ports Mode Always Open v

Max. Number of Registered Users
Encapsulating Protocol No encapsulation v

Figure 39 — PSTN
Enable TCP Keepalive Disable A
Used By Routing Server Mot Used A
Pre-Parsing Manipulation Set - w | View
CAC Profile - ¥ | View
CLASSIFICATION
Classification Failure Response Type 500
Pre-classification Manipulation Set ID
Call Setup Rules Set ID
[e=L I APPLY

Figure 40 — PSTN

Configure a SIP interface for the LAN (towards Avaya SBCE) as shown below.
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SRD #0 [DefaultSRD A
GEMNERAL MEDIA
Index Media Realm .I #1 [TEKVLAN] - I View
Mame = | AVAYA I Direct Media Disable A
Topology Location Down v
MNetwork Interface - #2 [TEKVLAN] - | View] SECURITY
cat pe 5 v
Application Type sBC TLS Context Name #0 [default] v | View
UDP Port s | 5084 o
L5 Mutual Authentication ¥
TCP Port s O o
Message Policy - | View
TLS Port - 0
User Security Mode Mot Configured -
Additional UDP Ports
Enable Un-Authenticated Registrations | Mot configured v
Additional UDP Ports Mode Always Open v
Max. Mumber of Registered Users
Encapsulating Protocol Mo encapsulation v
Figure 41 — Avaya
Enable TCP Keepalive Disable v
Used By Routing Server Mot Used A
Pre-Parsing Manipulation Set ¥ | View
CAC Profile v | View
CLASSIFICATION
Classification Failure Response Type 500
Pre-classification Manipulation Set 1D

Call Setup Rules Set ID

[e=L T APPLY

Figure 42 — Avaya
4.4.10 Configure Proxy Sets

The Proxy Set defines the destination address (IP address or FQDN) of the SIP entity server.

For the test, three Proxy Sets were configured: one for the Microsoft Teams, PSTN Gateway
and another one towards Avaya SBCE. These proxy sets were later associated with IP Groups.

To configure Proxy Sets, navigate to Signaling & Media tab = Core Entities menu 2> Proxy
Sets Table

Configure a Proxy Set for the Teams as shown below.
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GENERAL

ndex

Name

SBC IPv4 SIP Interface

TLS Context Name

KEEP ALIVE

Proxy Keep-Alive

Proxy Keep-Alive Time [sec]

Keep-Alive Failure Responzes

etection Retries

SRD #0 [DefaultSRO] v

REDUNDANCY

Redundancy Mode * Homing T
s | TEAMS Proxy Hot Swap « Enable A
. #0 [TEAMS] w | View Proxy Load Balancing Method » | Random Weights b
. #1 [Teams] | View Min. Active Servers for Load Balancing

ADVANCED

« | Using OPTIONS v Classification Input P Address only r
Using o]
DNS Resolve Method » |5RYV T

Cancel QRN

Figure 43 — Teams

£+ TOPOLOGY VIEW
4 CORE ENTITIES

SRDs (1)

SIP Interfaces (5)
Media Realms (2)
Proxy Sets (5)

IP Groups (5)

CODERS & PROFILES

4 SBC

Classification (2)
4 Routing
Routing Policies (1)
IP-to-IP Routing (9)
Alternative Routing Reasons (0)

IP Group Set (0)

Manipulation

Call Admission Control Profile (0)

@ Proxy Sets [#0] > Proxy Address (1)

EOE3 & Paze[i |of Snow [10 ¥ | records per page o
INDEX *+ PROXY ADDRESS TRANSPORT TYPE
L] teams.local TLS

#

GENERAL

Proxy Address

Transport Type

Proxy Priority 0
Proxy Random Weight 0

Figure 44 — Teams

Configure a Proxy Set for the PSTN Gateway as shown below.
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GEMERAL

ndex

Name

SBC IPv4 5IP Interface

TLS Context Name

KEEP ALIVE

Proxy Keep-Alive

Proxy Keep-Alive Time [sec]

.

PSTNGW

#1 [PSTNGW]

.

Using OPTIONS

SRD #0 [DefaultSRD] v

REDUNDANCY
Redundancy Mode v
Proxy Hot Swap Disable r

- | View Proxy Load Balancing Method Disable v

- | View Min. Active Servers for Load Balancing
ADVANCED

v Classification Input P Address only r

DNS Resolve Method r

Keep-Alive Failure Responses

Succe

tection Retries

Figure 45— PSTN Gateway

Succ

Cancel QGlRRg

[AVAYA]

GENERAL
Index Redundancy Mode v
MName of | AVAYA Proxy Hot Swap Disable v
SBC IPv4 SIP Interface + #3 [AVAYA] ¥ | View Proxy Load Balancing Method Disable T
TLS Context Name v | View Min. Active Servers for Load Balancing | 1
KEEP ALIVE ADVANCED

o | Using oPTIONS - Classification Input IP Address only v

60 DMS Resolve Method v

Keep-Alive Failure Responses
Success Detection Retries 1
Success Detection Interva 10

Figure 46 — PSTN Gateway

Configure a Proxy Set for the Avaya SBCE as shown below.

#0 [DefaultSRD] -

REDUNDANCY

Cancel APPLY

Figure 47 — Avaya
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Success Detection Interva 10

Failure Detection Retransmissions

Cancel [EHZRY

Figure 48 — Avaya

4.4.11 Configure IP Groups

The IP Group represents an IP entity on the network with which the SBC communicates. For
servers, the IP Group is typically used to define the server's IP address by associating it with
a Proxy Set. Once IP Groups are configured, they are used to configure IP-to-IP routing rules
for denoting the source and destination of the call.

For the test, IP Groups were configured for the following IP entities:

e Microsoft Teams
e PSTN Gateway - SIP Trunk
e Avaya SBCE - SIP Trunk

To configure IP groups, navigate to Signaling & Media tab > Core Entities menu > IP
Group Table

Configure an IP Group for Microsoft Teams as shown below

SRD #0 [DefaultSRD] h

GEMERAL QUALITY OF EXPERIENCE

ndex QoE Profile ¥ | View
Name > | TEAMS Bandwidth Profile - v | View
Topology Location Down v

Type Server M MESSAGE MANIPULATION

Proxy Set . #0 [TEAMS] v | View

Inbound Message Manipulation Set .| 1

P Profile . #1 [TEAMS Profile] v | View Outbound Message Manipulation Set . 2

Media Realm . #0 [TEAMS] v | View Message Manipulation User-Defined String 1
Contact User Aessage Manipulation User-Defined String 2
SIP Group Name = shcdtekvizionlabs.com Proxy Keep-Alive using IP Group settings s | Enable v
Created By Routing Server

Used By Routing Server Not Used v SEC REGISTRATION AND AUTHENTICATION

Figure 49 — IP Group — Teams — Contd.
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Proxy Set Connectivity

Max. Number of Registered Users

Registration Mode User Initiates Registration A
SBC GENERAL

User Stickiness Disable T
Classify By Proxy Set Disable v User UDP Port Assignment Disable v
SBC Operation Mode Mot Configured M Authenticatio User Authemricates v
58C Client Forking Mode Sequential v Authentication Methed List
CAC Profile ¥ | View SBC Server Authentication Type According to Global Parameter v

QAuth HTTP Sel v | View
B IEED Username « | Admin

Password 8 e
Local Host Name
Ul Format Disable v GW GROUP STATUS
Always Use Src Address No A GW Group Registered IP Address

GW Group Registered Status

Figure 50 — IP Group — Teams — Contd.
SBC ADVANCED
Source URI Input ¥
R

SIP Connect No v
SBC PSAP Mode Disable v
Route Using Request URI Port Disable A
DTLS Context #1 [Teams] v View
Keep Original Call-ID No v
Dial Plan ¥ | View

Call Setup Rules Set ID

Tags

=L APPLY

Figure 51— IP Group — Teams

Configure an IP Group for PSTN Gateway as shown below
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GENERAL

Index

Name

Topelogy Location

Type

Proxy Set

IP Profile

Media Realm

Contact User

SIP Group Name

Created

By Routing Server

Routing Server

#0 [DefaultSRD] v

s | PSTNGW
= | Up v
v

. #1 [PSTNGW] View
- #2 [PSTNGW_Profile] View
- #1 [TEKVLAN] View
e 1064172

Not Used r

QUALITY OF EXPERIENCE

QoE Profile

Banc Profile

MESSAGE MANIPULATION

Inbound Message Manipulation Set s 0

Outbound Message Manipulation Set .3

Message Manipulation User-Defined String 1

on
o

Manipulation User-Defined String 2

Proxy Keep-Alive using IP Group settings  » | Enable

SBC REGISTRATION AND AUTHENTICATION

-  View
-  View
v

Figure 52 — IP Group —

PSTN — Contd.

Proxy Set Connect

5BC GENERAL

Classify By Proxy Set

SBC Operation Mode

SBC Client Forking Mode

CAC Profile

ADVANCED

Local Host Name

Uul Format

Always Use Src Address

Enable
Not Configured

Sequential

Disable

No

View

Max. Number of Register

Disable
User UDP Port Assignment Disable
Authentication Mode

Authentication Method List

SBC Server Authentication Type According to Global Parameter

QAuth HTTP Service

Username Admin

GW GROUP STATUS

GW Group Registered IP Address

GW Group Registered Status

User Initiates Registration

User Authenticates

w  View

Figure 563 — IP Group — PSTN — Contd.
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SBC ADVANCED

Source URI Input
Destination URI Input
SIP Connect

SBC PSAP Mode

Route Using R URI Port

DTLS Context

Keep Original Call-ID

Dial Plan

Call Setup Rules Set D

Tags

No
Disable
Dizable

#0 [default] v

-

View

View

Cancel QRGNS

Figure 54 — IP Group

Configure an IP Group for Avaya SBCE as shown below

IP Groups [AVAYA]

GENERAL

Index

Name

Topology Location
Type

Proxy Set

IP Profile

Media Realm
Contact User

SIP Group Name

Created By Routing Server

#0 [DefaultsRO] A

SRD
.I AVAYA I
Diown v
Server v
o #3 [AVAYA] - Jview
+ 4 [AVAYA Profile] - |[view
- #1 [TEKVLAN] - |[View

QUALITY OF EXPERIENCE

QoE Profile - - | View

Bandwidth Profile - - | View

MESSAGE MANIPULATION

o

Inbound Message Manipulation Set +

Outbound Message Manipulation Set C

sage Manipulation User-Defined String 1

- Mani ti ser-Defined Strin
sage Manipulation User-Defined String 2

sable b

Proxy Keep-Alive using IP Group settings D

Figure 55— IP Group — Avaya — Contd.
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Used By Routing Server Mot Used v SBC REGISTRATION AND AUTHENTICATION

Proxy Set Connectivity £ i
Max. Number of Registered Users

Registration Mode User Initiates Registration v
SBC GENERAL

User Stickiness Disable v
Classify By Proxy Set Enable M User UDP Port Assignment Disable v
SBC Operation Mode Not Configured M Authentication Mode User Authenticates v
SBC Client Forking Mode Sequential v Authentication Method List
CAC Profile - v | View SBC Server Authentication Type According to Glebal Parameter v

OAuth HTTP Service - v | View
ADVANCED Username » | Admin

Password -

Local Host Name

UUI Format Disable . GW GROUP STATUS

Always Use Src Address Mo T GW Group Registered IP Address

Figure 56 — IP Group — Avaya — Contd.

GW Group Registered Status

SBC ADVANCED

Source URI Input v
Destination URI Input v
SIP Connect Mo v
SBC PSAP Mode Disable v
Route Using Request URI Port Disable v
DTLS Context =0 [default] v | View
Keep Original Call-ID No v
Dial Plan - w | View

Call Setup Rules Set 1D -1

Tags

Cancel QRGN

Figure 57 — IP Group

4.4.12 Configure IP Profile

The IP Profile defines a set of call capabilities relating to signaling.
For this test, IP Profiles were configured for the following IP entities:

e Microsoft Teams
e PSTN Gateway - SIP Trunk
e Avaya SBCE - SIP Trunk
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To configure IP profiles, navigate to Signaling & Media tab > Coders and Profiles > IP

Profile Settings.
Click Add.

Configure the IP Profile for the Microsoft Teams as shown below.

IP Profiles [TEAMS _Profile]

GENERAL SBC SIGNALING
Index PRACK Mode Opticnal -
Name s | TEAMS_Profile I P-Asserted-ldentity Header Mode As s v
Created by Routing Server Diversion Header Mode Asls b
History-Info Header Mode Asls A
MEDIA SECURITY Session Expires Mode Transparent N
SBC Media Security Mode « | SRTP v Remote Update Support » | Not Supported v
Symmetric MKI Disable v Remote re-INVITE # | Not Supported A
MKI Size ol Remote Delayed Offer Support # | Not Supported A
SBC Enforce MKI Size Don't enforce v Remote R sentation Mode According to Operation Mode A
SBC Media Security Methad SDES v Keep Incoming Via Headers Accarding to Operation Mode v
Reset SRTP Upon Re-key Disable v Keep Incoming Routing Headers According to Operation Mode v
Generate SRTP Keys Mode I. Always v I Keep User-Agent Header According to Operation Mode A
Figure 58 — IP Profile — Teams — Contd.
IP Profiles [TEAMS_Profile]
SBC Remove Crypto Lifetime in SOP No v Handle ¥-Detect No M
SBC Remove Unknown Crypto No v 5UP Body Handling Transparent v
SUP Variant w92 A
SBC EARLY MEDIA Max Call Duration [min] 1]
Remote Early Media Supported v
SBC REGISTRATION
Remote Multiple 18x Supported v
Remote Early Media Response Type Transparent v User Registration Time 0
Remaote Multiple Early Dialogs According 1o Operation Mode v NAT UDP Regstration Time
Remote Multiple Answers Mode Disable v NATTCP Registration Time
Remote Early Media RTP Detection Mod4¢ By Media v
Remote RFC 3960 Support Not Supported v SIS IR L
Remote Can Play Ringback # | No v Remote REFER Mode Regular b
Generate RTP MNone v Remote Replaces Mode Standard v
Play RBT To Transferee . |Yes v

Figure 59 — IP Profile — Teams — Contd.
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SBC MEDIA

Mediation Mode

Extension Coders Group

Allowed Audio Coders

Allowed Coders Mode

Allowed Video Coders

Allowed Media Types

Direct Media Tag

RFC 2833 Mode

RFC 2833 DTMF Payload Type

Alternative DTMF Method

Send Multiple DTN Viethods
Adapt RFC2833 BW to Voice coder BW

SDP Ptime Answer

RTP Mediation v
. #0 [AudioCodersGroups_0] -
. #0 [AllowedAudioCodersGroup_TEAMS] -
» | Preference v

Asls v
.| 101

Asls v

Disable v

Disabled v

v

» | Preferred Value

Remote 3xx Mode

SBC HOLD

Remote Hold Format

Reliable Held Tone Source

SBC FAX

Fax Coders Group

Fax Mode

Remote Renegotiate on Fax

Fax Rerouting Mode

.

nactive
Yes
No

Asls

Transparent

Disable

IP Pro {TEAMS_Profile]

Preferred PTime

Use Silence Suppression
RTP Redundancy Mode
RTCP Mode

Jimer Compensation

ICE Mode

SDP Handle RTCP

RTCP Mux

RTCP Feedback

Qual

Max Opus Bandwicth

Generate No-op

Enhanced PLC

Figure 60 — IP Profile — Teams — Contd.

= |20

» | Add

Generate Always

Disable
» | Lite

Don't Care
# | Supported

Disable

No

Disable

MEDIA

Broken Connection Mode

ersion Preference

Media

RTP Redundancy D

GATEWA'

Coders Group

LOCAL TONES

Local RingBack Tone Index

&l Held Tone

Dis:

connect

Iy IPv4

#0 [AudioCodersGroups_0]

Figure 61 — IP Profile — Teams — Contd.
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IP Profiles [TEAMS_Profile] X

QUALITY OF SERVICE
RTP IP DiffServ 46
Signaling DiffServ 24
JITTER BUFFER
Dynamic Jitter Buffer Minimum Delay [msec] | 10
Dynamic Jitter Buffer Optimization Facter o
Jitter Buffer Max Delay [msec] 300
VOICE
Echo Canceler Line v
Input Gain (-32to0 3 ]
Voice Volume (- o
Cancel [EUHN

Figure 62 — IP Profile — Teams — Contd.

Configure the IP Profile for the PSTN Gateway as shown below.

[PSTNGW Profile]

GEMNERAL SBC SIGNALING
Index PRACK Mode Transparent T
Mame ® | PSTNGW_Profile P-Asserted-ldentity Header Mode As s ¥
Created by Routing Server Diversion Header Mode As s ¥
History-Info Header Mode Asls A
MEDIA SECURITY Session Expires Mode »  Supported v
SBC Media Security Mode e | RTP v Remote Update Support » | Supported Only After Connect v
Symmetric MKI Disable v Remote re-INVITE |- Supported only with SDP v
MKI Size o Remote Delayed Offer Support # | Not Supported v
SBC Enforce MKI Size Don't enforce v Remote Rey tation Mode According to Operation Mode A
SBC Media Security Methad SDES - Keep Incoming Via Headers According to Operation Mode A
Reset SRTP Upon Re-key Disable - Keep Incoming Routing He: rding to Operation Mode ¥
Generate SRTP Keys Mode Only If Required - Keep User-Agent Header According to Operation Mode v

Figure 63 — IP Profile — PSTN Gateway — Contd.
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[PSTNGW _Profile]

SBC Remove Crypto Lifetime in

SBC Remove Unknown Crypto No

SBC EARLY MEDIA

Remote Early Media

Remote Multiple 18x

Remote Mulkip!

Remote Mulktiple Answers Mode

Suppo

Supporte
Transparent

According to Operation Mode

ble

Remote Early Media RTP Detection Mode

By Signaling

Remote RFC 3950 Support
Remote Can Play Ringback

Generate RTP

Mot Supported

SUP Variant

Max Call Duration [min]

SBC REGISTRATION

NAT UDP Registration Time

NAT TCP Registration Time

SBC FORWARD AND TRANSFER

Remote REFER Mode -
.
Play RBT To Transferee .

No r
Transparent r
w92 v
Handle Locally v
Handle Locally v
Yes v

Figure 64 — IP Profile — PSTN Gateway — Contd.

SBC MEDIA

Mediation Mode

Extension Coders Group

RTP Mediation

Allowed Audic Coders o

Allowed Coders Mode

#1 [AllowedAudioCodersGroup_PSTNGW]

Allowed Video Coders

Allowed Media Types

Direct Media Tag

SDP Ptime Answer

.

RFC 2833 Mode As s
RFC 2833 DTMF Payload Type | 101
Alternative DTMF Method Asls
Send Multiple DTMF Methods Disable
Adapt RFC2833 BW to Voice coder BW Disabled

Preferred Value

Remote 3xx Mode

SBC HOLD

Remote Hold Format

Rel

SBC FAX

Fax Coders Group

Fax Mode

Fax Offer Mode

Fax Rerouting Mode

Transparent v
Transparent r
Yes r
No v
Asls r
All coders r

Single coder v
Transparent r
Disable r

Figure 65 — IP Profile — PSTN Gateway — Contd.
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[PSTNGW, Profile]

Preferred PTime . 20
Use Silence Suppression » | Add v MEDIA
TP R dancy M s s v . .
RTP Redund Mode Aol Broken Connection Mode Disconnect A
TCP Mod Zen Aly v
RTCP Mode Generate Alv Media [P Version Preference Only IPv4 v
Jimer Compensation Disable A RTP Redundancy Depth Disable v
ICE Mode Disable v
SDP Handle RTCP Don't Care v GATEWAY
RTCP Mux Not Supported v
Coders Group #0 [AudioCodersGroups_0] A
RTCP Feedback Feedback Off ¥
Voice Quality Enhancement Disable v
LOCAL TONES
Max Opus Bandv o
Local RingBack Tone Index
Generate Mo-op No v
Local Held Tone Index
Enhanced PLC Disable v

Figure 66 — IP Profile — PSTN Gateway — Contd.

PSTNGW Profile]

QUALITY OF SERVICE
RTP IP DiffServ 46
Signaling Diffserv 24
JITTER BUFFER
Dynamic Jitter Buffer Minimum Delay [msec] | 10
Dynamic Jitter Buffer Optimization Factor 10
Jitter Buffer Max Delay [msec] 300
VOICE
Echa Canceler Line T
Input Gain (-32t0 31 ¢ 0

0

Cancel EILZNE

Figure 67 — IP Profile — PSTN Gateway

Configure the IP Profile for the Avaya as shown below.
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[AVAYA_Profile]

GENERAL

Index

Name oI AVAYA_Profile

Created by Routing Server

MEDIA SECURITY

Generate SRTP Keys Mode

Only If Required

SBC Media Security Mode -| RTP v

Symmetric MK Disable v

MEKI Size 0

SBC Enforce MKI Size Don'tenforce v

SBC Media Security Method SDES v

Reset SRTP Upon Re-key Dizable v
v

SBC SIGNALING

PRACK Mode Transparent v
P-Asserted-ldentity Header Mode » | Add v
Diversion Header Mode » | Add v
Histary-Infe Header Mode Asls v
Session Expires Mode » | Supported v
Remote Update Support Supported v
Remote re-INVITE Supported v
Remote Delayed Offer Support Supported v
Remaote Representation Mode According to Operation Mode v
Keep Incoming Via Headers According to Operation Mode v
Keep Incoming Routing Headers According to Operation Mode v
Keep User-Agent Header According to Operation Mode v

[AVAYA_Profile]

Figure 68 — IP Profile — Avaya.

SBC Remove Crypto Lifetime in SDP | No

SBC Remove Unknown Crypto No

SBC EARLY MEDIA

Remote Early Media
Remote Multiple 18x
Remote Early Media Response Type

Remote Multiple Ear

Remote Multiple Answers Mode
Remote Early Media RTP Detection Mode

Remote RFC 39

0 Support

Remote Can Play Ringback

Generate RTP

Supported

Supported

Transparent

According to Operation Mode

Disable

By Signaling

Not Supported

Handle X-Detect No v
ISUP Body Handling Transparent v
ISUP Variant gz v
Mazx Call Duration [min] 0

SBC REGISTRATION

User Registration Time o

NAT UDP Registration Time

MNAT TCP Registration Time

SBC FORWARD AND TRAMSFER

Remote REFER Mode » | Handle Locally v
Remaote Replaces Mode » | Handle Locally v
Play RET To Transferee » | Yes v

Figure 69 — IP Profile — Avaya — Contd.
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[AVAYA Profile]

SBC MEDIA

Extension Coders Group

Allowed Audio Coders

Allowed Coders Mode

Allowed Video Coders

Allowed Media Types

Direct Media Tag

RFC 2833 Mode

RFC 2833 DTMF Payload Type

Alternative DTMF Method

Send Multiple DTMF Methods

Adapt RFC2833 BW t

SDP Pime Answer

#1 [AllowedAudicCodersGroup_PSTNGW

Restriction

v

Remote 3xx Mode

SBC HOLD

Remote Hold Format

SBC FAX

Fax Coders Group
Fax Mode

Fax Offer Mode
Fax Answer Mode

Remote Renegotiate on Fax D

Fax Rercuting Mode

Transparent

Transparent

Disable

[AVAYA Profile]

Use Silence Suppression
RTP Redundancy Mode
RTCP Mode

Jitter Compensation

SDP Handle RTCP

RTCP Mux

Quality Enhancement
Man Opus Bandwidth
Generate No-op

Enhanced PLC

Figure 70 — IP Profile —

Transparent

Don't Care
Not Supported
Feedback Off

Disable

Avaya — Contd.

MEDIA

Broken Connection Mode
Media IP

RTP Redundancy Depth

GATEWAY

Coders Group

LOCAL TONES

Local RingBack Tone Index

Local Held Tone Ind

Disconnect

#0 [AudioCodersGroups_0]

Figure 71 — IP Profile — Avaya — Contd.
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s [AVAYA Profile]

QUALITY OF SERVICE

RTP IP DiffServ 45

signaling Diffsery 24

JITTER BUFFER

Dynamic Jitter Buffer Minimum Delay [msec]| 10
Dynamic Jitter Buffer Optimization Factor 10
Jimer Buffer Max Delay [msec] 300
VOICE

Echo Canceler Line

Input Gain (-32 to 31 dB) o

Voice Volume (-32t0 31 dB) o

Cancel APPLY

Figure 72 — IP Profile — Avaya

4.4.13 Configure SIP Definition and General Setting

The screenshot below captures the configuration of the SIP Definitions General Settings
that were used during the test for the successful test execution

S C {t @ Notsecure | 10.643.10

£} TOPOLOGY VIEW SIP Definitions General Settings

4 CORE ENTITIES

GENERAL
SRDs (1)

SIP Interfaces (5) Send Reject (503) upen Overioad

Media Realms (2)

Proxy Sets (5) Retry-After Time

1P Groups (5) Fake Retry After
CETED L EILE Remote Management by SIP NOTIFY
SBC

4 5IP DEFINITIONS

Accounts (0)

SIP Definitions General Settings

Call Setup Rules (0)
Least Cost Routing

Dial Plan (0}

MESSAGE MANIPULATION

Enable

. 60

60

Disable

O Emity, parameter. value

SBC SETTINGS

v Subscribe Trying Disable v
Minimum Session-Expires [sec] 90
Session-Expires [sec] +| 1800

DISCONNECT SUPERVISION

Broken Connection Mode Disconnect v

Broken Connection Timeout [100 msec] 100

MICROSOFT PRESENCE

Presence Publish IP Group ID

Wicrosoft Presence Status Disable v

Conce

Figure 73 — SIP Definition
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4.4.14 Configure SBC General Settings

The screenshot below captures the configuration of the SBC General Parameters that was
used during the test for the successful test execution.

& C (@ @ Notsecure | 10.643.10 e % @® o @ H

£} TOPOLOGY VIEW SBC General Settings

4 CORE ENTITIES

GEMERAL
Direct Media Disable
Unclassified Calls Reject

Forking Handling Mode | sequenual

Routing Timeout [sec] 10

FORWARD & TRANSFER

SBC Refer Behavior Regular

SBE 3xx Behavior Transparent

cancel

Figure 74 — SBC General Setting — Contd.

4.4.15 Configure IP-to-IP Routing Rules

This section describes how to configure IP-to-IP call routing rules. These rules define the
routes for forwarding SIP messages (e.g., INVITE) received from one IP entity to another. The
SBC selects the rule whose configured input characteristics (e.g., IP Group) match those of
the incoming SIP message. If the input characteristics do not match the first rule in the table,
they are compared to the second rule, and so on, until a matching rule is located. If no rule
is matched, the message is rejected. The routing rules use the configured IP Groups to
denote the source and destination of the call.

For the test, the following IP-To-IP Routing rules were configured to route calls between the
Teams and CenturyLink

e Calls from Teams to PSTN Gateway
e (Calls from PSTN Gateway to Teams
e Calls from Teams to Avaya
e (Calls from Avaya to Teams

To configure IP-to-IP routing rules, navigate to Signaling & Media tab = SBC menu >
Routing 2> 1P-to-IP Routing Table.
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Click Add.

Calls from Teams to PSTN Gateway

[TEAMS -> PSTN]

Routing Palicy #0 [Default_SBCRoutingPolicy v
GEMERAL ACTION
Index Destination Type 1P Group A
nName Io TEAMS -> PSTN I Destination IP Group * | #1[PSTNGW] v | View
Alternative Route Options Route Row v Destination SIP Interface . #1 [PSTNGW] - | View

Destination Address

AT Destination Part 0
Source IP Group . #0 [TEAMS] - | View Destination Transport Type v
Fequest Type Al v 1P Group set - v | view
Source Username Pattern - Call Setup Rules Set 1D -1
Source Host - Group Pol |C':' Sequential v
Source Tag Cost Group - | View
Cancel

Figure 75 — Teams to PSTN — Contd.
Destination Username Pattern - Routing Tag Name default
Destination Host = Internal Action Editor

Destination Tag

Message Condition - - | View
Call Trigger Any v
ReRgute IP Group Any v | View

Cancel
Figure 76 — Teams to PSTN

Calls from PSTN Gateway to Teams

STNGW to TEAMS]

Routing Policy #0 [Default_SBCRoutingPolicy] v

GENERAL ACTION

Index Destination Type P Group v
Name | PSTNGW_TO Destination IP Group 3 #0 [TEAMS] v | View
Alternative Route Options Route Row L Destination SIP Int: e #0 [TEAMS] - | View

Destination Address

MATER ation Port 0

Source IP Group l #1 [PSTNGW] w | View tion T v
Re Al v P Group Set v | View
Source Username Pattern N Call setup Rules

5ource Host - Group Palicy Sequential A\
Source Tag oSt Group - | View
Destination Username Pattern * Routing Tag Name default

Figure 77 — PSTN to Teams — Contd.
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Destination Username Pattern -
Destination Host -
Destination Tag

Message Condition

Routing Tag Name

nternal Action

¥ | View

Call Trigger Any

ReRoute IP Group any

v | View

defzult

Editor

Calls from Teams to Avaya

[Teams -> Avaya]

Figure 78 — PSTN to Teams

Routing Policy #0 [Default_SBCRoutingPolicy] -
GENERAL ACTION
Index Destination Type IP Group T
Name -| Teams -> Avaya Destination IP Group . #3 [AVAYA] v ([view
Alternative Route Options Route Row r Destination SIP Interface o #3 [AVAYA] » [[view
Destination Address
LA Destination Port o
Source IP Group . ##0 [TEAMS] v |View nation Transport Type v
Request Type All v IP Group Set v | View
Source Username Pattern Call Setup Rules SetID
Source Host Group Policy Sequential v
Source Tag Cost Group ¥ | View
Figure 79 —Teams to Avaya.
Destination Username Pattern « | 7 Routing Tag Name default
Destination Host Internal Action Editor

Destination Tag
Message Condition
Call Trigger

Ay

ReRoute IP Group Any

-

-

View

View

Cancel APPLY

Figure 80 —Teams to Avaya Contd.
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[Avaya -> Teams]

Routing Palicy #0 [Default_SBCRoutingPolicy] v
GENERAL ACTION
Index Destination Type IP Group v
Name o| Avaya-= Teams Destination IP Group . #0 [TEAMS] v |View
Alternative Route Options Route Row ¥ Destination SIP Interface - #0 [TEAMS] - |View
Destination Address
LN Destination Port o
Source IP Group #3 [AVAYA] v | View Destination Transport Type v
Request Type All v IP Group et ¥ | View
Source Username Pattern Call Setup Rules Set ID
Source Host Group Policy Sequential v
Source Tag Cost Group ¥ | View
Figure 81 —Avaya to Teams.
Destination Username Pattern Routing Tag Name default
Destination Host Internal Action Editor
Destination Tag
Message Conditicn - ¥ | View
Call Trigger Any v
ReRoute IP Group Any v | View
Cance

Figure 82 —Avaya to Teams Contd.
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4.4.16IP Group

IP Group - Teams

SRD #0 [DefaultsRD] M
GENERAL QUALITY OF EXPERIENCE
QoE Proflle - v | View
Name . Bandwidth Profile - v | View
Topol OEY Location Down A
Type server v MESSAGE MANIPULATION
Proxy Set - ¥ | View Inbound Message Manipulation Set -
IF Profile | T v | View Outbound Message Manipulation St a2
= v | View Message Manipulation User-Defined String 1
Message Manipulation User-Defin
- Proxy Keep-Allve using IP Group settings = | Enable v

Figure 83 — IP Groups Teams — Contd.

Used By Routing Server

A SBC REGISTRATION AND AUTHENTICATION

Proxy Set Connectivity
rowy Set Connecuivity Max. Number of Registered Users -1

tion Mode User Initiates ?Eg\ v
SBC GENERAL User Stickiness Disable v
- M User UDP Port Ass gnment Disable v
Not Configured v User Authentlcates v
sequential v
¥ | View obal Parameter v
v  View
ADVANCED username « | Admin
Password DR
Local Host Name
UUI Format v GW GROUP STATUS
Mo v GW Group Registered IP Address

Figure 84 — IP Groups Teams — Contd.
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SBC ADVANCED

Source URI Input

Destination UR Input

SIP Connect

58C PSAP Mo

Route Using Request URI Port

DTLS Context

Keep Original Call-ID

Dial Plan

Call Setup Rules

Tags

MO

v | View

- | View

Figure 85 — IP Groups Teams

IP Group - PSTN Gateway

GENERAL

Proxy Set

1P Profile

Media Realm

SIP Group Name

Creared By

SRD

#0 [DefaultSRD] -

o | PSTHGW

s |up v

v
. - | View
. - | View
. ~ | View
.

Bandwidth Profile

MESSAGE MANIPULATION

Inbound Message Manipulation Set

Outbound Message Manipulation Set

e Manlpulation User-Defin

e Manipulation User-Defin

P Group

B View
- View
s|0

OE

» |Enanle A

Figure 86 — IP Groups

PSTN — Contd.

Used By Routing Server

Proxy Set Connect

CaC Profile

ADVANCED

Local Host Mame

Mot Used

Enabie

Not Configured

v | View

v

SBC REGISTRATION AND AUTHENTICATION

Max. Number of Reglstered Users

lon Mode
User stickiness

User UDP POt ASSIgNment

on Mode

lon Metned List
SBC Server Authentication Type

QAuth HTTP Ser

username

GW GROUP STATUS

GW Group Reglstered IP Address

nitiates Registration

Figure 87 — IP Groups PSTN — Contd.
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SBC ADVANCED

Source URI Input v
Destination URI Input v
SIP Connect No v
SBC PSAP Disable v
Route Us| ng Request URI Port Disable v
DTLS Context v | View
Keep Original CalliD Ne v
Dial Plan - v | View

Call Setup Rules Set ID -1

Tags

Cancel

Figure 88 — IP Groups PSTN

IP Group - Avaya

IP Groups [AVAY;

SRD #0 [DefaultSRD] -

GEMERAL QUALITY OF EXPERIENCE
Index QoE Profile - - | View
Name 'I AVAYA I Bandwidth Profile - - | View
Topelogy Location Down v
Type server M MESSAGE MANIPULATION
Proxy Set . #3 [AVAYA] - | view

Inbound Message Manipulation Set s] B
IP Profile . #4 [AVAYA_Profile] v |View Outbound Message Manipulation Set s | 7
Media Realm - 1 [TEKVLAN] ¥ | View Message Manipulation User-Defined String 1
Contact User Message Manipulation User-Defined String 2
SIP Group Name . I 10.64.5.57 I Proxy Keep-Alive using IP Group settings Disable v
Created By Routing Server

Figure 89 — IP Groups Avaya.
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IP Groups [AVAYA] - X

Used By Routing Server Not Used v SBC REGISTRATION AND AUTHENTICATION

Proxy Set Connectivity . . .
Max. Mumber of Registered Users

Registration Mode User Initiates Registration v
SBC GENERAL

User Stickiness Disable v
Classify By Proxy Set Enable ¥ User UDP Port Assignment Disable v
SBC Operation Mode Not Cenfigured v Authentication Mode User Authenticates v
SBC Client Forking Mode Sequential ¥ Authentication Method List
CAC Profile - v | View SBC Server Authentication Type According to Global Parameter v

OAuth HTTP Service - v | View
ADVANCED Username « | Admin

Password .

Local Host Mame

W STATUS
UUI Fermat Disable v GW GROUP STATU

Always Use Src Address Mo v GW Group Registered IP Address

Figure 90 — IP Groups Avaya — Contd.

SBC ADVANCED

Source URI In Ad

t A

o R

Disatle R

Route Using Re URI Port D e v

DT e #0 [defauly] v | Vi

Keep Original Call-ID Mo v

Dial Plan - v | View

Call Setup Rules Set D

Tags

Figure 91 — IP Groups Avaya

Message Manipulation

A Message Manipulation rule defines a manipulation sequence for SIP messages. SIP
message manipulation enables the normalization of SIP messaging fields between
communicating network segments. SIP message manipulations can also be implemented to
resolve incompatibilities between SIP devices inside the enterprise network.

Each Message Manipulation rule is configured with a Manipulation Set ID. Groups (sets) of
Message Manipulation rules can be created by assigning each of the relevant Message
Manipulation rules to the same Manipulation Set ID.

The SIP message manipulation feature supports the following:
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e Manipulation on SIP message type (Method, Request/Response, and Response type)

e Addition of new SIP headers

e Removal of SIP headers

¢ Modification of SIP header components such as values, header values (e.g., URI value
of the P-Asserted-ldentity header can be copied to the From header), call's parameter
values

e Deletion of SIP body (e.g., if a message body is not supported at the destination
network this body is removed)

e Translating one SIP response code to another

e Topology hiding (generally present in SIP headers such as Via, Record Route, Route
and Service-Route).

e Configurable identity hiding (information related to identity of subscribers, for
example P-Asserted-ldentity, Referred-By, Identity and Identity-Info)

To configure Message Manipulation rules, navigate to Signaling & Media tab > Message
Manipulations menu > Message Manipulations.
Click Add and populate the required fields in the screen that appears as below:

GEMNERAL ACTION

Index 1 Action Subject Editor
Name Action Type Add j
Manipulation Set ID o} Action Value Editor
Row Role Use Current Condition j

MATCH

Message Type Editor
Condition Editor

Figure 92 — SIP Message Manipulation

Then click Add again, once the parameters have been configured.
For this test, the following message manipulations were configured and assigned to one
manipulation set ID.

Manipulation set ID = 1: Manipulation from Teams
Manipulation set ID = 2: Manipulation to Teams
Manipulation set ID = 3: Manipulation to PSTN
Manipulation set ID = 6: Manipulation from Avaya
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Manipulation set ID = 7: Manipulation to Avaya

Manipulation from Teams

e To Remove “Privacy” header: To Remove Privacy Header from Teams

ions [Filter Privacy ID except for Anonymous]

GEMERAL ACTION

Index Action Subject o | neader privacy ditor
Name s | Filter Privacy |D except for Anonymous Action Type s | Remove v
Manipulation Set ID | 1 Action Value ditor
Row Role Use Current Condition v

MATCH

Message Type o | Invite.Request Edit

Condition [# | Header.From.URL Host contains '.com' Editor

Cancel
Figure 93 — SIP Message Manipulation - Privacy

Manipulation to Teams

e To Modify “PAI" header: To display an FQDN instead of IP address for outbound calls
towards Teams

s [maodify pal host towards teams]

GEMERAL

ACTION

Index Action Subject r.P-Asserted-Identity URL Host Editor
Name e | modify pal host towards teams Action Type v
Manipulation Set ID b | 2 Action Value Jo | 'sbcd tekvizionlabs.com itor
Row Role Use Current Condition v

MATCH

Message Type o | Inwite Edite

Condition Edit

Cancel
Figure 94 — SIP Message Manipulation — PAI
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e To Modify “TO" header

towards Teams

5 [modify to towards reams]

: To display an FQDN instead of IP address for outbound calls

GENERAL

Name

Manipulation Set ID

ROW Role

MATCH

Message Type

Condition

ACTION

Action Subject

s  modify to towards teams

Action Type

Action Value

Use Current Condition

| neader.to.url.nost
» | Modify

» | 'slp.pstnhub.microsoft.com’

Figure 95 — SIP Message Manipulation - To

¢ To Modify “FROM" header: To display an FQDN instead of IP address for outbound
calls towards Teams

Message Manipulations [Towards Teams FROM]

GEMERAL

Name

Manipulation Set ID

Row Role

MATCH

Message Type

Condition

ACTION

Action Subject

» | Towards Teams FROM

Use Current Condition

» | Opticns

» | param.message address.ds

Interf:

are==1

Action Type
Action Value
v
Edit
Edite

» | Modify

# | 'sip.admin@sbcd.tekvizionlabs.com’

e To Modify “CONTACT” header: To display an FQDN instead of IP address for
outbound calls towards Teams

Figure 96 — SIP Message Manipulation - From
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ns [towards Teams Contact]

GENERAL

ACTION
Action Subject ® | Header.CoNtactURLHOS ditor
Name « | towards Teams Comtact Action Type » | Mod v
Manipulation Set ID 02 Action Value » | 'socd.tekvizionlans.com ditor
Row Role Use Current Condition v
MATCH
Message Type « | Options Edity
Condition » | param.Message Address.Dst.SIPInterface=="0' Editor

Cancel
Figure 97 — SIP Message Manipulation - Contact

e To Modify “FROM” header: To display an FQDN instead of IP address for outbound
calls towards Teams

ns [Towards Teams]

GENERAL ACTIOM

Index Action Subject o | Header. From.URL host Editor
Name o | Towards Teams Action Type Jo | Modify v
Manipulation Set ID e 2 Action Value o | 'sbcd tekvizionlabs.com Editor
Row Role Use Current Condition v

MATCH

Message Type o | Invite.Request Edi

Condition Editc

Cancel
Figure 98 — SIP Message Manipulation - From

Manipulation to PSTN

e To Modify “TO" header: To display an IP for an PSTN Gateway
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ns frowards PSTNGW TOJ

GEMERAL ACTION

Index Action SubiEL[ w» | header.to.url.nost Editor
Name s | towards PSTMGW TO Action Type » | Modify ¥
Manipulation Set ID L= Action Value ® '10.54.3.10 Editor
Row Role Use Current Condition v

MATCH

Message Type » | Options Editor

Condition » | Param hessage Address dst SIPInterface==" Editor

Figure 99 — SIP Message Manipulation — To
[ )

To Modify “FROM” header: To display an IP for an AudioCodes

ns [Towards PSTNGW FROM]

GENERAL

Name

Manipulation Set ID

ROw Role

MATCH

Message Type

Condition

ACTION

Action Subject

Action Type

Action Value

Use Current Condition

s | Options

» | Param.Message address.dst.SIPInterface=="1

Editor

Editor

Editor

Editor

Figure 100 - SIP Message Manipulation - From

To Modify “Referred-By” header: To display an IP for an AudioCodes in Referred by
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ns [Referred-By to PSTNGW]

GENERAL

Name

Manipulation Set ID

Row Role

MATCH

Message Type

Condition

ACTION

Action Subject

Action Type

Action Value

Use Current Condition

o | Invite

| Header Referred-By exists

o = eferred. By url.nost !
o | Modify v
o | '10.64.3 Editor

Figure 101 — SIP Message Manipulation — Referred — By

e To Modify “FROM" header: To display an IP for an AudioCodes in From

s [Towards PSTNGW lnvite]

GEMERAL

Name

Manipulation Set ID

Row Role

MATCH

Message Type

Condition

ACTION

Action Subject

Towards PSTNGW Invite

» | 3

Action Type

Action Value

Use Current Condition

| Invite Request

Editor

Editor

e | Header. From.URL Host Editor
o | Modify r
o | "10.64.3 Editor

Figure 102 — SIP Message Manipulation — From

Manipulation to Avaya

e To Modify “Diversion” header: To display AudioCodes IP
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[Teams -> Avaya Modify Diversion header]

GENERAL ACTION

Index Action Subject #| header Diversion.url.host Editor
Name #| Teams - Avaya Modify Diversion header Action Type Add v
Manipulation Set 1D o] 7 Action Value ] 1064310 Editor
Row Role Use Current Condition r

MATCH

Message Type w] invite.request Editor

Condition #| Header Diversion exists Editor

Cance APPLY

Figure 103 — SIP Message Manipulation — Diversion

e To Modify “FROM" header: To display an IP for an AudioCodes in From

s [Modify SBC IP Teams -> Avaya]

GENERAL ACTION

Index Action Subject »| Header From.URL.Host Editor
Mame o | Modify SBC IP Teams -> Avaya Action Type o] Modify T
Manipulation Set 1D 4 7 Action Value o] 1064310 Fditor
Row Role Use Current Condition ¥

MATCH

Message Type #]| Invite.Request Editor

Condition Editor

Cance APPLY

Figure 104 — SIP Message Manipulation — From

e To Modify “Referred-By” header: To display an IP for an AudioCodes in Referred by
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s [Referred-By Teams -> Avaya]

GEMNERAL ACTION

Index Action Subject #| Header Referred-By.url.host Editor
MName #| Referred-By Teams -» Avaya Action Type #| Medify v
Manipulation Set ID of 7 Action Value o 1054310 Editor
Row Role Use Current Condition v

MATCH

Message Type #| Invite Editor

Condition «| Header Referred-By exists Editor

Cance APPLY

Figure 105 — SIP Message Manipulation — Referred By

e To Modify “FROM" header: To display an IP for an AudioCodes in From

From header Teams -> Avaya]

GENERAL ACTION

Index Action Subject « | Header.From.URL.host Editor
Name o] From header Teams -> Avaya Action Type « | Modify r
Manipulation Set 1D o] 7 Action Value «] 106431 Editor
Row Role Use Current Condition T

MATCH

Message Type o| Oprions Editor

Condition #| Param.Message Address.dst.SIPInterface== || Editor

Cance APPLY

Figure 106 — SIP Message Manipulation — From

e To Modify “TO” header: To display an IP for an AudioCodes in to
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[To header Teams -> Avaya]

GENERAL ACTION

Index Action Subject » | Header. To.URL host Editor
Name #| To header Teams -= Avaya Action Type » | Medify v
Manipulation Set 1D ] 7 Action Value s 1064310 Editor
Row Role Use Current Condition v

MATCH

Message Type «| Options Editor

Condition »| Param Message Address.dst.SIPInterface== | Editor

Cance APPLY

Figure 107 — SIP Message Manipulation — to
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4.5 Avaya Aura Communication Manager Configuration
4.5.1 Version

Execute swversion to find the version for Avaya Aura Communication Manager

E 10.89.33.4 - PuTTY

1 patch KERNEL-3.1
Update de

PLAT-rhel?7.

CM Translation Saved: 2819
(M License Installed:

CM Memory Config:

adminfilabl

Figure 108 - Version

4.5.2 |IP Node Name
Use the change node-names ip command to verify that node names have been properly

defined for Communication Manager (procr) and Session Manager (ASM7 in this test).
These node names will be needed for configuring a Signaling Group later.
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s 10.89.33.4 - PUTTY

change node-names i

IP MODE MAMES

Figure 109 - IP Node Name
4.5.3 IP Codec Set

Use change ip-codec-set <n> command to define a list of codecs for calls from Avaya Aura

1. Set Audio Codec: G.711MU is entered
2. Leave other fields at default values
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s 10.89.33.4 - PUTTY

change ip-codec-set 1

* MEDIA PARAMETERS

Figure 110 - IP Codec Set

4.5.4 |P Network Region

IP Network Region 1 is utilized. Command change ip-network-region 1 is issued

Set Codec Set: 1, which is programmed in the previous step
Set Intra-region IP-IP Direct Audio: yes

Set Inter-region IP-IP Direct Audio: yes

Leave other fields at default values

AN =
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10.89.33.4 - PuTTY

AUDIO RESOURCE RES

Fl=Cancel F2=Refresh F3=Submit F4=Clr Fld F5=Help

Figure 111 - IP Network Region

4.5.5 Signaling Groups

Signaling group is configured for SIP trunk.

Command add signaling-group x was used to create Signaling Group, command change
signaling-group <x> is used to modify an existing Signaling Group. Signaling Group 1 is
used for the SIP trunk.

Set Group Type: sip

Set Transport Method: tcp

Set Peer Detection Enable: y

Set Near-end Node Name: procr
Set Near-end Listen Port: 5060
Set Far-end Node Name: ASM7
Set Far-end Listen Port: 5060
Set Far-end Network Region: 1
9. Set DTMF over IP: rtp-payload

10. Set Direct IP-IP Audio Connections?: n
11. Leave other fields as default value

N~ WN -
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10.89.33.4 - PuTTY

SIGMALIMNG GROUP

umbe
rted Numbers?

ass IT IP Th
REC

(=0 =N ==

Figure 112 - Signaling Group

4.5.6 Trunk Groups

Similar to Signaling Group, Trunk Group is reated for this setup, Trunk Group 1 is for the
SIP Trunk. Command change trunk-group 1.

Set Group Type: sip

Set Group Name: Crestron_Teams, for example

Set TAC: #005, this value is given based on the system dial plan

Set Direction: two-way

Set Service Type: public-ntwrk

Set Member Assignment Method: auto

Set Signaling Group: 5

Set Number of Members: Enter a number between 1 and the max number of
licensed SIP trunks

N~ WN -
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2 10.89.33.4 - PuTTY |=|o] x |

TRUNK GROUP

Group Type: Eip CDR Reports:
TH: ] TAC:

Auth Code?

Fl=Cancel F2=Refresh F3=Submit F4=Clr Fld F5=Help

Figure 113 - Trunk Group

4.5.7 Route Pattern

Use change route-pattern <x> command to specify the routing preference, Route pattern
5is for SIP Trunk.

Set Pattern Name: to ASM7

Set Grp No: Trunk group 5 is given here

Set FRL: 0 is given as it has the least restriction
Set Numbering Format: unk-unk

Leave all other fields at default values

AN =
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e 10.89.33.4 - PUTTY

change route-pattern 5
ern Number: 5 Pattern Name: [to
? Used for SIP stations? n

Wi pa

i b =

s

Figure 114 - Route Pattern

4.5.8 Outbound Call Routing

For outbound call to PSTN through AudioCodes, AAR is used. Use command change aar
analysis <x> to configure the routing table. Here is an example to configure the AAR to call
to Teams user

Set Dialed String: 8 is given for calling Teams user.

Set Min: 5 is given here

Set Max: 5 is given here

Set Route Pattern: The previously configured Route Pattern 5 is given here
Set Call Type: aar is given here

uhwN -
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10.89.33.4 - PuTTY

aar analysis 8
AAR DIGIT f

Figure 115 - Outbound Call Routing

4.5.9 Private Numbering Plan

For inbound call to Avaya Communication Manager, the following configuration is made.
Use command change private-numbering <x> to map the incoming number to extension.
Here is an example to configure the incoming call termination.

Set Ext code: 7500 or 7501 is given for calling Teams user.
Set Trk Grp(s): 3 is given here

Set Private Prefix: 7500 and 7501

Set Total Len: 4

PN =
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10.89.35.4 - PuTTY

I | (9 | 1% | 9 | P | I

pu
=
p

B

Il it il

(Wi I L I O L O O o O Y I IR e R |

MUMBERING - PRIVATE FORMAT

Maximum Entries: 5

Figure 116 - Inbound Call Routing

4.6 Avaya Aura Session Manager Configuration

Avaya Aura Session Manager Configuration is accomplished through the Avaya Aura

System Manager.

1. Access Avaya Aura System Manager Web login screen via https://<IP

Address/FQDN>, the IP address is 10.89.33.3 in our lab

2. Use admin as User ID and associated password

3. Click Log On
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C (0 A Notsecure | 10.89.33.3/ne

ork-log

t @ 0 | & :

Recommended access to System Manager is via FQDN.

Go to central login for Single Sign-On

If IP address access is your only option, then note that authentication will fail
in the following cases:

= First time login with "admin™ account
» Expired/Reset passwords

Use the "Change Password" hyperlink on this page to change the password
manually, and then login.

Also note that single sign-on between servers in the same security domain is
not supported when accessing via IP address.

This system is restricted solely to authorized users for legitimate business
purposes only. The actual or attempted unauthorized access, use, or
modification of this system is strictly prohibited.

Unauthorized users are subject to company disciplinary procedures and or

User ID: | admin

Password: |jeessssess

Log On Cancel

Change Password

) supported Browsers: Internet Explorer 11.x or Firefox 59.0, 60.0 and 61.0.

Figure 117 - Log into Avaya Aura System Manager
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Navigate to Elements - Routing

& C Y A Notsecure | 10.89.33.3/SMGR/ # ® 0 | &
AVAyA & Users v FElements v & Services v | Widgets v Shortcuts ~
Aura® System Manager 8.0
System Resource Utilization Notifications Application State
28
- License Status Active
21
Deployment Type VMware
4 Multi-Tenancy DISABLED
- CQOBM State DISABLED
- Hardening Mode Standard
0 —— : .
opt var emdata tmp perfdata swlibrary home posql
W Critical Warning [l Morma! Free
Alarms Information Shortcuts
M Critica Major M Indeterminate Severity Elements Count Sync Status Drag shorteuts here
Minor [l Warning M 1 ]
SourcelP Description
Session Manager 1 | ]
A scheduled job CRLExpirationChe -
10.89.33.3 Job failed to execute Please see g System Manager |
or more detsils. UCM Applications ] .
_0 A scheduled job sys_ConfRefresh( | Current Usage:
10.89.33.3 g failed to execute.Please see loge
mare details. 12/250000
USERS
A scheduled job sys_ConfRefreshi
10.80.333 g failed to execute.Please see logs
Figure 118 - Routing
4.6.1 Version
The version of Avaya System Manager used for the testing is given below
F 7

AVAYA :

System Manager 8.0.1.1
Build Mo. - 8.0.0.0.931077

Software Update Revision No: 8.0.1.1.039340
Service Pack 1

+ Details

» Third Party Terms for RHEL

Figure 119 — Version
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4.6.2 Domains

1. Navigate to Routing -> Domains
2. Click New

AVAyA & Users v Elements v £ Services v Widgets v  Shortcuts v - ‘ = ‘ admin

Aura® Systern Manager 8.0

Home Routing

_ Help ?
Routing

Domain Management

Domains
New More Actions ~

Locations

1ltem o Filter: Enable
Conditions MName Type Notes

lab.tekvizion.com sip Lab113

Adaptations
Select : All, None

Figure 120 — Add Domain

3. Set Name: Enter the domain name of Avaya Aura PBX, lab.tekvizion.com is given for
the test

4. Set Type: sip

5. Click Commit

AVAyA & Users v Elements v £ Services v Widgets v  Shortcuts v - ‘ = ‘ admin

Aura® Systern Manager 8.0

Home Routing

. Help ?
Routing .
Domain Management Commit| Cancel
Domains
Locations -
1Item ¥ Filter: Enable
Conditions Name Type Notes
I* |ab.tekvizion.com sip ¥ Lab113 I

Adaptations

SIP Entities

Commit| Cancel
Entity Links —_—

Figure 121 - Domain

4.6.3 Locations

1. Navigate to Routing > Locations

2. Select New

3. Set Name: Enter the name of your location, Lab133-Plano is set here

4. Under Location Pattern, select Add to add IP Address Patterns for different
networks that communication within the location

5. Set IP Address Pattern: 10.89.33.*

6. Leave all other fields at default values
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7. Click Commit

Property of tekVizionLabs - 81



AVAyA & Users v S Elements v £ Services v Widgets v  Shortcuts v - ‘ = | admin

Aura® Systemn Manager 8.0

Home Routing
Routing Help 2
Location Details Commit]|Cancel
Domains
General
Locations * Name: |Lab133-Plano

Conditions Notes: |Lab133

AT R Dial Plan Transparency in Survivable Mode

SIP Entities Enabled:

Listed Directory Number:
Entity Li

Associated CM SIP Entity:
Time Rang,

Routing P Overall Managed Bandwidth

Managed Bandwidth Units: | Kbit/sec v
Dial Patterns

Total Bandwidth:

ar Ex ] Multimedia Bandwidth:

Audio Calls Can Take Multimedia
Bandwidth:

Figure 122- Add Location

& Users v JFElements v & Services v | Widgets v Shortcuts v - ‘ = |admin

Aura® System Manager 8.0
Routing

Tt Overall Managed Bandwidth -

Managed Bandwidth Units: | Kbit/sec v
Domains
Total Bandwidth:

Locations Multimedia Bandwidth:
P Audio Calls Can Take Multimedia
Conditions Bandwidth:
Adaptations

Per-Call Bandwidth Parameters

SIP Entities Maximum Multimedia Bandwidth (Intra-

Location): 2000| Kbit/Sec

Maximum Multimedia Bandwidth (Inter- 2000 Kbit/sec

Location):
* Minimum Multimedia Bandwidth: 54 Kbit/Sec
* Default Audio Bandwidth: 80 | Kbit/sec ¥
Routing
Dial Patterns Alarm Threshold
Overall Alarm Threshold: |80 ¥ | %
Multimedia Alarm Threshold: |30 v | %
* Latency before Overall Alarm Trigger: 5 Minutes
* Latency before Multimedia Alarm Trigger: 5 Minutes kd

Figure 123 - Add Location

4.6.4 Adaptation

Adaptation was created at the Session Manager for Avaya CM
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Navigate to Routing > Adaptations. Click New

Set Adaptation Name: Adaptation_for_ACM, for example

Set Module Name: DigitConversionAdapter

Set Module Parameter Type: Name-Value Parameter is selected from the drop
down, Click Add

5. Set Name/Value: fromto/true

6. Leave all other fields at default values

7. Click Commit

AVAYA

AN =

& Users v JFFElements v & Services v Widgets v  Shortcuts v - ‘ = | admin
Aura® System Manager 8.0
Home Routing
Help 2
Routing . . P
Adaptation Details Commit| Cancel
Domains
General
Locations * Adaptation Name: Adaptation_for_ACM
. L e .
Conditions Module Name: DigitConversicnAdapter ¥
Module Parameter Type: MName-Value Parameter ¥
Adaptations
Add|  |Remove
Adaptations
Name Value
Regular Expressi... Fromto true )
Select : All, N
SIP Entities e one
Egress URI Parameters:
Entity
Notes:
Time Ranges
Digit Conversion for Incoming Calls to SM
Routing Policies
Add Remove
Dial Ealterns 0 Items Filter: Enable

Matching Pattern Min |Max |Phone Context Delete Digits Insert Digits | Address to modify Adaptation Data Notes

. Digit Conversion for Incoming Calls to SM
Adaptations

Add Remove
Regular Expressi...

0 Items &% Filter: Enable
SIP Entities Matching Pattern Min | Max |Phone Context Delete Digits Insert Digits | Address to modify Adaptation Data Notes

Entity Links Digit Conversion for Outgoing Calls from SM

Time Ranges Add Remove

0 Items Filter: Enable
Routing Policies

Matching Pattern Min |Max |Phone Context Delete Digits Insert Digits | Address to modify Adaptation Data Notes

Dial Patterns
<

Commit||Cancel

Figure 124 - Add Adaptation
4.6.5 SIP Entities and Entity Links

Navigate to: Routing > SIP Entities. Click New
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4.6.5.1 SIP Entity for Avaya Aura Session Manager

Navigate to: Routing > SIP Entities. Click New

SIP Entity for Avaya Aura Session Manager

Set Name: Enter name of the host, Lab133-SM80 is used here for example
Set FQDN or IP Address: Enter the SIP address of the Session Manager
Set Type: Session Manager is selected from the drop down

Set Location: Select the location configured in the previous step

Under Listen Port:

Set TCP/TLS Failover Port: 5060/5061

Click Add to assign Domain lab.tekvizion.com for the following Ports and Protocols
9. Port 5060 and Protocol TCP/UDP

10. Leave all other fields at default values

11. Click Commit

oA wWN =

© N

AVAYA & Users ¥ K Elements v & Services v | Widgets v  Shortcuts v - ‘ = | admin

Aura® System Manager 20

Help ?
SIP Entity Details Commit]|Cancel
Domains General
et * Name: Lab133-5M30
* IP Address: |10.859.33.7
Conditions
SIP FQDN: |
Adaptations ~ Type: | Session Manager A
Notes: |Lab133
Adaptations
R E Location: |Lzb123-Blanc ¥
Regular Expres.
Outbound Proxy: v
Time Zone: | America/Chicago v
Minimum TLS Version: | Use Global Setting ¥
Credential name:
Monitoring
SIP Link Monitoring: |Us= Session Manager Canfiguration ¥
CRLF Keep Alive Monitoring: | Use Session Manager Configuration ¥
Dizl Patterns
~ _ Entity Links
Regular Ex
Add|  |Remove
Defaults 9 Items = Filter: Enable
Name SIP Entity 1 Protocol |Port SIP Entity 2 Port Connection Policy Deny New Service
= AMM_AMM_5060_TCP L=b133-SME0 ¥ TCE ¥ * 5060 AMM ¥ #5050 trusted b
= Lab133-5M80_Corp_G\ L=b133-5MEC ¥ uop v = |sos0 Corp_GW ¥ “ 5080 trusted ¥
® Lab132-SM20_IPC_504 L=b133-5M20 ¥ TLE ¥ *|s061 IeC v ® 5081 trusted v -

Figure 125 - SIP Entity: Avaya Aura Session Manager
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Entity Links
Add Remave

9 Items @ Filter: Enable
Name SIP Entity 1 Protocol |Port SIP Entity 2 Port Connection Policy | Deny New Service
|“ Lab133-SMB0_Lab1330 L=b133-5M80 ¥ | [TCE ¥| *[5060 L=b133CM_sIP_TCe ¥ | 5080 trusted ¥ |
* Lab133-5MB0_Lab133q L=bi33-5M80 ¥ | [TLS ¥] *[5061 L=bl33CM_SIP TLS ¥ | * 5061 trusted ¥
* L2b133-5MB0_Nokiz_S L=bi33-5M80 ¥ | [UDP ¥| *[5060 Nokiz_SBC ¥| *|sos8 trusted ¥
* ToAmazonCVCAvayaSE| L=bi3z-5ME0 ¥ | [UDP ¥| *[5080 AmazonCVC_AveyaSEC ¥ | % [5080 trusted ¥
Selact : All, None 44 page| 2 |of2 b B

Failover Poris

TCP Failover port: 5060
TLS Failover port: (50561
Listen Ports

Add Remove

3Items o Filter: Enable
Listen Ports Protocol | Default Domain Endpoint HNotes
5060 TCE ¥ [lab.tekvizion.com ¥ -

Figure 126 - SIP Entity: Avaya Aura Session Manager

4.6.5.2 SIP Entity for Communication Manager SIP Trunk

1. Set Name: Lab133CM_SIP_TCP

2. Set FQDN or IP Address: Enter the IP address of Avaya Aura Communication
Manager

3. Set Type: CM

4. Set Adaptation: adaptation_for_CM

5. Set Location: Select the location configured in previous step

6. Under Entity Links, Click Add

7. Set SIP Entity 1: Select the SIP entity Lab133CM_SIP_TCP_5060_TCP

8. Set SIP Entity 2: Select the SIP entity Lab133CM_SIP_Trunk

9. Set Protocol: TCP was used for this test

10. Set Ports: Set SIP Entity 1 Port to 5060 and SIP Entity 2 Port to 5060
11. Set Connection Policy: trusted

12. Leave all other fields at default values

13. Click Commit
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FAV/\V/N

Aura @ System Manager 80

& Users ¥ # Elements ¥ & Services v

SIP Entity Details

General

| Widgets v  Shortcuts v

Commit||Cancel

Adaptations

“ Name:
* FQDN or IP Address:
Type:

Notes:

Adaptation:

Lab133CM_SIP_TCP
10.89.33.4

M v

Adaptation_for_ACM ¥

Adaptat

Loop Detection

Monitoring

Location:

Time Zone:

* SIP Timer B/F (in seconds):
Minimum TLS Version:
Credential name:

Securable:

Call Detail Recording:

Loop Detection Mode:
Loop Count Threshold:

Loop Detection Interval (in msec):

SIP Link Monitoring:
CRLF Keep Alive Monitoring:

Supports Call Admission Control:

L
America/Fortzleza A
4

Use Global Setting ¥

nonz ¥

200

Usa Session Manager Configuration ¥

Use Session Manager Configuration ¥

- ‘ = | admin

Figure 127- SIP Entity: Avaya Aura Communication Manager for SIP Trunk

Entity Links
Override Port & Transport with DNS SRV:
|Add| |Remove|
1 Ibem Filter: Enable
|Name - |SIP Entity 1 |Protoco| |Purt |SIP Entity 2 Port Connection Policy |Deny New Service
Ix Lab133-5M20_Lab133q Lzb133-SM30 ¥ TCR ¥ * 5os0 Lzb132CM_SIP_TCP ¥ * 5060 trusted v
Select : All, None
SIP Responses to an OPTIONS Request
[add| [Remove]
0 ltems & Filter: Enable
Mark
Response Code & Reason Phrase Entity Notes
Up/Down
Commit||Cancel

Figure 128 - SIP Entity: Avaya Aura Communication Manager for SIP Trunk

4.6.5.3 SIP Entity for Avaya SBCE

1. Set Name: Lab126_SBCE
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Set FQDN or IP Address: Enter the IP address of Avaya SBCE interface facing Avaya
Aura Session Manager

Set Type: SIP Trunk

Set Location: Select the location configured in the previous step

Under Entity Links, Click Add

Set SIP Entity 1: Select the SIP Entity Lab133_SM80 configured in previous step
Set SIP Entity 2: Select the SIP Entity AvayaSBC

Set Protocol: TCP was used for this test

9. Set Ports: Set both Ports to 5060

10. Set Connection Policy: trusted

11. Leave all other fields at default values

12. Click Commit

N AW

FAV/\V/N

Aura @ Syst=m Manager £0

& Users v # Elements v Services v | Widgets v Shortcuts v

- ‘ = | admin

SIP Entity Details
General

Commit||Cancel

* Name: AvayaSBC

* FQDN or IP Address: (10.35.33.13

Type: |Other

Notas:

Adaptations

Adaptations

Regular Expres...

Adaptation:
Location:

Time Zone:

# SIP Timer B/F (in saconds):
Minimum TLS Version:
Credential name:

Securable:

Call Detail Recording:

CommProfile Type Preference:

Dial Patters Loop Detection
Loop Detection Made:

Dial Pattems

Loop Count Threshold:

Origination Dia..

Loop Detection Interval (in msec):

Monitoring
SIP Link Monitoring:

* Proactive Monitoring Interval (in seconds):

Adaptation_for_SBC ¥
Lzb133-Blanc ¥
Amnarica/Fortsleza

la

Us= Global Setting ¥

200

Link Manitoring Enabled

900

Figure 129 -

SIP Entity: Avaya SBCE

SEErTr Entity Links

Entity Links

Override Port & Transport with DNS SRV:

Add| | Remove
Time Ranges 1Item Filter: Enable
Name a SIP Entity 1 Protocol _|Port SIP Entity 2 Port Connection Polic Deny New Service
Routing Pofides * [To_AvayaSBC L=b133-5M20 ¥ | [uDP ¥ | *|s080 Avay=5BC v | *|sosn trusted ¥ I
Select ¢ All, None
Dial Patterns
Figure 130 - SIP Entity: Avaya SBCE
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4.6.6 Routing Policies

Navigate to: Routing = Routing Policies. Click New

4.6.6.1 Routing Policy to Avaya Aura Communication Manager

1. Set Name: to_CM(TCP)is given here

2. Click Select under SIP Entity as Destination and the SIP Entities window shows

3. Select Lab133_CM_SIP_TCP as destination SIP Entity (This is the SIP Entity configured
for Avaya CM)

4. Click Select and return back to Routing Policy Details page

5. Leave all other fields at default values

6. Click Commit

AVAYA & Users v # Elements v+ # Services v | Widgets v+ Shortcuts ~ - ‘ E | admin

Aura® Systsm Manager £0

Routing Policy Details Commit||Cancel
General
* Name: |[to_CM(TCP) |
Disabled:
* Retries: |0
Motas:
SIP Entity as Destination
Salect
Name FQDN or IP Address Type Notes
ILAhlEECM_SID_T[P 10.89.23.4 cM I
Time of Day
add| |Remaove| |View GapsfOverlaps
1ltem & Filter: Enable
Ranking + |Name Mon Tue Wed  [Thu Fri Sat Sun Start Time End Time Notes
0 24/7 00:00 23:5% Time Range 24/7
Selact : All, Nans
Dial Patterns
Add| |Remove
3 Items Filter: Enable
Pattern + |Min Max Emergency Call SIP Domain Originating Location HNotes
2137 4 12 -ALL- Lab133-Blano
[750 2 12 -ALL- Lab133-Flanc | -

Figure 131 - Routing Policy to Avaya Aura Communication Manager

4.6.6.2 Routing Policy to Avaya SBCE

1. Set Name: To_ASBC is given here as an example

2. Click Select under SIP Entity as Destination and SIP Entities window shows

3. Select AvayaSBC as destination SIP Entity (This is the SIP Entity configured for Avaya
SBCE)

4. Click Select and return back to Routing Policy Details page

5. Leave all other fields at default values
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6. Click Commit
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AVAYA

Aura® System Manager £0

Adaptations

Entity Links

Time Ranges

Routing Policies

Dial Patterns

& Users ¥ JF Elements v & Services v | Widgets v  Shortcuts v - ‘ E | admin
Help 7
Routing Policy Details |commit| canesl|
General
I* Name: [To_ASBC I
Disabled:
* Retries: |0
Motas:
SIP Entity as Destination
Select
Name FQDN or IP Address Type Notes
[evayasec 10.89,33.13 ] Other
Time of Day
Add| |Remove| |View Gaps/Overlaps
iItem & Filter: Enable
Ranking 4 |Name Mon Tue Wed  [Thu Fri Sat Sun Start Time End Time Notes
0 24/7 00:00 23:5% Time Range 24/7
Select : All, None

4.6.7 Dial Patterns
Navigate to: Routing > Dial Patterns. Click New

Figure 132 - Routing Policy to Avaya SBCE

4.6.7.1 Dial Pattern to Avaya Aura Communication Manager

1. Set Pattern: 750 - the leading Digits of the DID to be sent to Avaya CM for
termination to extensions

WoOoNoU AW

Set Min: 4
Set Max: 12
Under Originating Locations and Routing Policies, Click Add, at the new window
Originating Location: Select your location, Lab133-Plano is used in this test
Check Lab133_CM_SIP_tcP as Routing Policy
Click Select to return to Dial Pattern Details page
Leave all other fields at default values.

Click Commit
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AVAYA & Users ¥ JF Elements v & Services v | Widgets v Shortcuts ~ - ‘ E | admin

Aura® System Manager £0

Help ?
Dial Pattern Details commit] [cancel]
General
“ Pattern: 750
= Min: [4
* Max: |12
Emergency Call:
SIP Domain: [-ALL- v
Notes:
I Originating Locations and Routing Policies
Add Remave
Entity Links 1ltem & Filter: Enable
S — Originating Location Name . | Originating Location Notes |Routing Policy Name |Rank R";‘&‘j“" Routing Policy Destination | Routing Policy Notes
I Lzb133-Plano Lab133 to_CM([TCE) o Lzb133CM_SIP_TCR I
Routing Policies Salect : All, Nans
Dial Patterns ~ Denied Originating Locations

Add| |Remaove

0 Items &
Originating Location Notes

Commit||Cancel

Figure 133 - Dial Pattern to Avaya Aura Communication Manager
4.6.7.2 Dial Patterns to AudioCodes via Avaya SBCE

1. Set Pattern: 8009 - the leading Digits of the Teams extensions to be dialed over the
trunk

Set Min: 5

Set Max: 12

Under Originating Locations and Routing Policies, Click Add, at the new window
Originating Location: Select your location, Lab133-Plano is used in this test

Check To_ASBC as Routing Policy

Click Select to return to Dial Pattern Details page

Leave all other fields at default values.

Click Commit

WoONoUh~WN
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# Elements v 4§ Services v | Widgets v Shortcuts ~ — | admin

Help ?
Dial Pattern Details Commit|[Cancal|
General
* pattarn: 5009
* Min: 5
# Maw: (12
Emergency Call:
SIP Domain: [-ALL- v
Notes:
Originating Locations and Routing Policies
[add| [Remove]
1ltem & Filter: Enable
Originating Location Name . | Originating Location Notes | Routing Policy Nama | Rank m"[':i';ghﬂ'” Routing Policy Destination |Routing Policy Notes |
L=b133-Planc L=b133 To_ASBC 0 B

Select : All, None

Dial Patterns: Denied Originating Locations
|add| |Rremave|
Dial Pattems —
0 ltems &
‘Driginaling Location Notes

Commit| Cancel

Figure 134 - Dial Pattern to Avaya SBCE

4.7 Avaya SBCE Configuration

4.7.1 Version

The following version of Avaya SBCE is used for this testing
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Device: Lab126-ASBCE v

EMS
Lab126-ASBCE

EMS Dashboard
Device Management

Backup/Restore
> System Parameters

Configuration Profiles

Services

Domain Palicies

TLS Management

MNetwork & Flows
DMZ Services
Monitoring & Logging

Alarms

Incidents  Status v

Dashboard

System Time

Version

Build Date

License State

Aggregate Licensing Overages
Peak Licensing Overage Count

Last Logged in at

Failed Login Attempts

Active Alarms (past 24 hours)

None found

Logs ¥

Diagnostics

er Controller for Enterprise

10:09:22 AM
coT

§.0.0.0-19-16991

Sat Jan 26 21:58:11 UTC
2019

@ 0K

0

0

10/24/2019 10:00:18 CDT
0

Users

Refresh

Settings v Help ¥ Log Out

AVAYA

EMS

Lab126-ASBCE

Incidents (past 24 hours)

Lab126-ASBCE: General Method not allowed Out-Of-Dialog
Lab126-ASBCE: No Subscriber Flow Matched
Lab126-ASBCE: General Method not allowed Out-Of-Dialog

Lab126-ASBCE: Mo Subscriber Flow Matched

1 Ah47E ACDAC: M amneal I Mlthnd mnd allneend s OF Ninla s

Figure 135 — Version
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4.7.2 Configure Profiles and Services

4.7.2.1 Sever Interworking

oA wWN =

Navigate to: Configure Profiles > Server Interworking

Select the predefined Interworking Profile avaya-ru, click Clone
Set Clone Name: Lab126ASM, for example

Click Finish

Click newly cloned Profile Lab126ASM, under tab General, click Edit
Keep all other parameters at default values and save

Clone Profile

Profile Name avaya-ru

Clone Name Lab126AS!
Finish

Figure 136 - Server Interworking for Avaya

4.7.2.2 SIP Servers — Avaya Aura Session Manager

N hA~WN =

Navigate to Services > SIP Servers

Click Add

Set Profile Name: Avaya SM

Click Next

Set Server Type: Select Trunk Server from the drop down

Set IP Address/FQDN: Enter the Avaya Aura Session Manager SIP IP Address
Set Port: 5060 is used in this setup

Set Transport: UDP is selected
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Device: Lab126-ASBCE v

Alarms  Incidents

Status v

Users

Logs ¥

Diagnostics Seftings v Help ¥ Log Out

Session Border Controller for Enterprise

Routing
Topology Hiding

Signaling
Manipulation

URI Groups
SNMP Traps
Time of Day Rules
FGDN Groups

Reverse Proxy
Policy

4 Services
SIP Servers
LDAP
RADIUS

> Domain Policies

> TLS Management

4 Network & Flows

Network
Management

Media Interface

AVAYA

~  SIP Servers: Avaya_SM
Add

Server Profiles

AudioCodesSi...

| Rename || Clone || Delete |

General | | Authentication H Heartbeat ‘ ‘ Registration | | Ping || Advanced |

Server Type Call Server

DNS Query Type MNONE/A

IP Address / FQDN Port Transport

10.89.33.7 5060 uoP
Edit

Figure 137- Add SIP Server — Avaya SM

9. Select Authentication
10. Keep the parameters at default values

Device: Lab126-ASBCE v

Alarms  Incidents

Status v

Users

Logs v

Diagnostics Settings v Help ¥ Log Out

Session Border Controller for Enterprise

Routing
Topology Hiding
Signaling
IManipulation
URI Groups
SNMP Traps
Time of Day Rules
FGDN Groups
Reverse Proxy
Policy

4 Services
SIP Servers
LDAP
RADIUS

> Domain Palicies

> TLS Management

4 Network & Flows

Network
Management

Media Interface

AVAYA

-~ SIP Servers: Avaya_SM

LAdd |
QFlex
VoV
CNolP
GEMBAND
Comcast
Vodafone
IPC
Avaya SM
AudioCodesSi. ..

AmazonCVC

Rename || Clone || Delete

General | | Authentication H Heartbeat ‘ ‘ Registration | | Ping || Advanced |

Enable Authentication

Edit

Figure 138 - Add SIP Server — Avaya SM
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11. Select Heartbeat

12. Check Enable Heartbeat

13. Select Method as OPTIONS

14. Set Frequency as 30 seconds; From URI as ping@ ping@10.89.33.13, To URI as
ping@10.89.33.7

Edit SIP Server Profile - Heartbeat

Enable Heartbeat |l

Method OPTIONS v

Frequency ‘30 | seconds

From URI ping@10.89.33.13

To URI |ping@10.89.33.7 |

Figure 139 - Add SIP Server — Avaya SM

15. Select Ping
16. Keep the parameters at default values
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Device: Lab126-ASBCEv Alarms Incidents Statusv Logsv Diagnostics Users Seftings v Help ¥ Log Out

Session Border Controller for Enterprise AVAYA

[

Routing ~| SIP Servers: Avaya_SM

Topology Hiding Add | Rename || Clone || Delete |
Signaling ) Server Profiles General | | Authentication H Heartbeat ‘ ‘ Registration | | Ping || Advanced |
Manipulation
QFlex
URI Groups Enable Ping
SNMP Traps Y
Time of Day Rules CNolP | Edit |
FGDN Groups GENBAND
Reyerse Proxy Comeast
Policy
4 Services Vodafone
SIP Servers IPC
LDAP Avaya_SM
RADIUS
AudioCodesSi...
> Domain Policies
AmazonCVC

> TLS Management
4 Network & Flows

Network
Management

Media Interface h

Figure 140 - Add SIP Server — Avaya SM

17. Select Advanced
18. Keep the parameters at default values
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Device: Lab126-ASBCEv Alarms Incidents Statusv Logsv Diagnostics Users Seftings v Help ¥ Log Out

Session Border Controller for Enterprise AVAYA
o ~  SIP Servers: Avaya_SM
Routing -
Topology Hiding Add | Rename || Clone || Delete |
Signaling . General | | Authentication H Heartbeat ‘ ‘ Registration | | Ping || Advanced
Manipulation
QFlex
URI Groups Enable DoS Protaction
SNMP Traps W _
Time of Day Rules CNolP ErzibETmmie
FGDN Groups GENBAND Interworking Profile Mone
ReYerse Proxy Comcast Signaling Manipulation Script Mone
Policy
4 Services Vodafone Securable
SIP Servers IPC Enable FGDN
LDAP Avaya_SM Tolerant
RADIUS ) .
> Domain Policies AudioCodesSi... Wl [ems
© TLS Management AmazonCVC Edit
4 Network & Flows
Network
Management
Media Interface h

Figure 141 - Add SIP Server — Avaya SM
4.7.2.3 SIP Servers — AudioCodes Crestron

Navigate to Services > SIP Servers

Click Add

Set Profile Name: AudioCodesSipServer

Click Next

Set Server Type: Select Trunk Server from the drop down
Set IP Address/FQDN: Enter the AudioCodes IP

Set Port: 5064 is used in this setup

Set Transport: UDP is selected

ONoUuk~WN =
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Device: Lab126-ASBCEv  Alarms  Incidents Statusv Logsv  Diagnostics  Users Settings v Help ¥ Log Out

Session Border Controller for Enterprise AVAYA

EMS Dashboard SIP Servers: AudioCodesSipServer
Device Management ﬂ | Rename || Clone || Delete |
Backup/Restore
. System Parameters General | | Authentication | | Heartbeat || Registration || Ping || Advanced |
» Configuration Profiles Server Type Trunk Server
4 Services
SIP Servers SIP Domain lab.tekvizion.com
LDAP DNS Query Type NONE/A
RADIUS IP Address / FQDN Port Transport
> Domain Policies 064310 5064 uDP
> TLS Management
> MNetwork & Flows IEdiy
+ DMZ Senvices AudioCodes...
> Monitoring & Logging
I
Avaya_SM

Figure 142 - Add SIP Server — AudioCodes
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9. Select Authentication
10. Keep the parameters at default values

Device: Lab126-ASBCE~v Alarms  Incidents Statusv Logsv  Diagnostics  Users Settings v Help ¥ Log Out

EMS

Lab126-ASBCE er Controller for Enterprise

AVAYA

EMS Dashboard SIP Servers: AudioCodesSipServer

Device Management Add Rename || Clone || Delete

Backup/Restore

. System Parameters Server Profiles General ‘ | Authentication || Heartbeat || Registration || Ping || Advanced |
» Configuration Profiles Server Type Trunk Server
4 Services
SIP Domain lab.tekvizion.com

SIP Servers

LDAP DNS Query Type NONE/A

RADIUS IP Address f FQDN Port Transport
+ Domain Policies 10.64.3.10 5064 uppP
> TLS Management
> Network & Flows Edit
' DMZ_ S‘?Nlces . AudioCodes...
> Monitoring & Logging

Avaya_SM

Figure 143 - Add SIP Server — AudioCodes

11. Select Heartbeat

12. Check Enable Heartbeat

13. Select Method as OPTIONS

14. Set Frequency as 30 seconds; From URI as ping@10.64.5.57, To URI as
ping@10.64.3.10

15.
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Device: Lab126-ASBCE v

EMS
Lab126-ASBCE

EMS Dashboard
Device Management

Backup/Restore
> System Parameters
» Configuration Profiles
4 Services
SIP Servers
LDAP
RADIUS
> Domain Policies
> TLS Management
> MNetwork & Flows
> DMZ Services
> Monitoring & Logging

Alarms  Incidents

er Controller for Enterprise

SIP Servers: AudioCodesSipServer

Add

Server Profiles

AudioCodes...

Avaya_SM

Statusv Logs v

Diagnostics

Users Settings v Help ¥ Log Out

AVAYA

Rename || Clone || Delete

General | | Authentication | | Heartbeat || Registration || Ping || Advanced |

Enable Heartbeat
Method
Frequency
From URI

To URI

v

OPTIONS

30 seconds
ping@10.64.5.57

ping@10.64.3.10

Edit

16. Select Ping

Figure 144 - Add SIP Server — AudioCodes

17. Keep the parameters at default values
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Device: Lab126-ASBCEv  Alarms  Incidents Statusv Logsv  Diagnostics  Users Settings v Help ¥ Log Out

Session Border Controller for Enterprise AVAYA

EMS Dashboard SIP Servers: AudioCodesSipServer
Device Management Add Rename || Clone || Delete
Backup/Restore

. System Parameters Server Profiles General | | Authentication | | Heartbeat || Registration || Ping || Advanced |

» Configuration Profiles

. Enable Ping
4 Services

SIP Servers Edit
LDAP
RADIUS

> Domain Policies

> TLS Management

> MNetwork & Flows

> DMZ Services

> Monitoring & Logging

AudioCodes...

Avaya_SM

Figure 145 - Add SIP Server — AudioCodes

18. Select Advanced
19. Keep the parameters at default values

Device: Lab126-ASBCEv  Alarms  Incidents  Statusv  lLogsv  Diagnostics  Users Settings v Help ¥ Log Out

Session Border Controller for Enterprise AVAYA

EMS Dashboard SIP Servers: AudioCodesSipServer

Device Management Add Rename || Clone || Delste

Backup/Restore

. System Parameters Server Profiles General | | Authentication | | Heartbeat || Registration || Ping || Advanced
> Configuration Profiles i
. Enable DoS Protection
4 Services
SIP Servers Enable Grooming i
LDAP Interworking Profile None
RADIUS Signaling Manipulation Script None
> Domain Policies
» TLS Management Securabls
> Network & Flows Enable FGDN
» DMZ Servi
' ervices AudioCodes... Tolerant
> Monitoring & Logging
_ URI Group None
Avaya_SM Edit
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Figure 146 - Add SIP Server — AudioCodes
4.7.2.4 Topology Hiding

Topology Hiding profiles were added for Avaya Session Manager and AudioCodes SBC
to overwrite and hiding certain headers
1. Navigate to: Configure Profiles > Topology Hiding
2. Two profiles are used for the testing. One is default and another one is created as
below.

Device: Lab126-ASBCE v  Alarms Incidents Status v Logs v Diagnostics Users Settings v Help Log Out

Session Border Controller for Enterprise AVAYA

S LEstDoar -|  Topology Hiding Profiles: default

Device Management

Backup/Restore | Add | Clone
> System Parameters Topology Hiding It is not recommended to edit the defaulis. Try cloning or adding a new profile instead.
Profiles

4 Configuration Profiles

Domain DoS Topology Hiding

Server Interworking Header Criteria Replace Action Overwrite Value
Media Forking To IP/Domain Auto -—
Routing From IP/Domain Auto =
Topology Hiding
Request-Line IP/Domain Auto -
Signaling
Manipulation Via IP/Domain Auto —
URI Groups Referred-By IP/{Domain Auto —
SNMP Traps Refer-To IP/Domain Auto =
Time of Day Rules

FGDN Groups Record-Route IP{Domain Auto
Reverse Proxy SDP IP/Domain Auto
Policy -

4 Services
SIP Servers

Figure 147 - Topology Hiding

w

Click Add and enter profile name

4. Add the following headers and keep Criteria and Replace Action with default
values as below

5. Click Finish
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Device: Lab126-ASBCEv Alarms  Incidents  Statusv Logsv  Diagnostics Users Settings v Help ¥ Log Out

Session Border Controller for Enterprise AVAYA

EMS Dashboard Topology Hiding Profiles: Avaya_SM

Device Management Add | Rename || Clone || Delete |

==
Backup/Restore
Lopelogy i
> System Parameters opology Fiang Click here to add a description.

Profiles

4 Configuration Profiles m‘
Domain DoS
Server Interworking Header Criteria Replace Action Overwrite Value
Media Forking To IP/Domain Overwrite lab.tekvizion.com
Routing From IP/Domain Overwrite lab tekvizion.com
Topology Hiding Request-Line IP/Domain Overwrite lab.tekvizion.com
Signaling
Manipulation | Edit |
URI Groups Avaya_SM

SNIMP Traps _

Time of Day Rules
FGDN Groups

Reverse Proxy
Policy

4 Services

Fall N o PR

Figure 148 - Topology Hiding
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4.7.2.5 Routing

Navigate to: Configuration Profiles > Routing

Click Add

Set Profile Name: AASM is given here

. Click Next

At Routing Profile Window, click Add

5. Set Server Configuration: Avaya SM (which was configured under SIP Servers)

6. The Server IP, Port and Transport Protocol will populate automatically. Select UDP
as Transport.

7. Leave all other fields as default

8. Click Finish

PN =

URI Group * v Time of Day default v
Load Balancing Priority v NAPTR

Transport MNone ¥ LDAP Routing

LDAP Server Profile None ¥ LDAP Base DN (Search) None ¥
Matched Attribute Priority Alternate Routing

Next Hop Priority r Next Hop In-Dialog

Ignore Route Header

ENUM ENUM Suffix

LDAP Search LDAP Search SIP Server
Regex Pattem Regex Result Profile Next Hop Address Transport
1 Avaya_S v 10.89.33.7:5060 v None v | | Delete
Finish

Figure 149 - Routing Profile — Avaya SM

9. Repeat same steps to create the Routing Profile AudioCodes for AudioCodes

Property of tekVizionLabs - 106



Profile : AudioCodes_RP - Edit Rule X

URI Group * v Time of Day default v
Load Balancing Priority v NAPTR

Transport Mone ¥ LDAP Routing

LDAP Server Profile None ¥ LDAP Base DN (Search) None ¥
Matched Attribute Priority Alternate Routing

Mext Hop Priority i MNext Hop In-Dialog

Ignore Route Header

ENUM ENUM Suffix
Add
LDAP Search LDAP Search SIP Server
Regex Pattern Regex Result Profile Next Hop Address Transport
1 Custom ¥ 10.64.3.10:5064 uppP ¥ || Delete
Finish

Figure 150 - Routing Profile — AudioCodes
4.7.3 Domain Policies
4.7.3.1 Signaling Rules

Navigate to: Domain Policies -> Signaling Rules

Select default under Signaling Rules, click Clone

Set Name: Avaya_SM is given in this test

Click Finish

Select the newly cloned Signaling Rule Avaya_SM, under tab Request Headers, click
Add In Header Control and configure the setting as below

6. Click Finish

uhwN -
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EMS
Lab126-ASBCE

EMS Dashboard
Device Management

Backup/Restore

> System Parameters

» Configuration Profiles

> Services

4 Domain Policies
Application Rules
Border Rules
Media Rules
Secunty Rules
Charging Rules

End Point Policy
Groups

Session Policies
> TLS Management
> Network & Flows
> DMZ Services
> Monitoring & Logging

Device: Lab126-ASBCE v

Alarms  Incidents

er Controller for Enterprise

Status v

Logs ¥ Diagnostics Users Settings ¥ Help ¥ Log Out

AVAYA

Signaling Rules: Avaya_SM

Add

| Rename || Clone || Delete |

Signaling Rules Click here to add a description.

default
MNo-Content-Type...
Comcast

Crestron

test

General | | Requests | | Responses HIRequest Hea(lers” ‘ Resp Headers ‘ Signaling QoS || ucip |
| Add In Header Control || Add Out Header Control |
Row Header Name s He_adgr Action Proprietary  Direction
Name Criteria

1 fy-Global-Session- 4 Forbidden ~ Remv®  yes IN Edit Delete
2 Endpoint-View ALL Forbidden EZ:L"E‘;" Yes IN Edit Delete
3 P-AV-Message-ld  ALL Forbidden ﬁg'a':;’e‘f’ Yes IN Edit Delete
4 P-Charging-Vactor ~ ALL Forbidden E::L";e Yes IN Edit Delete
5 P-Location ALL Forbidden EZ:L"E‘;" Yes IN Edit Delete
6 Reason ALL Forbidden ﬁg:]fe‘;e No IN Edit Delete
7 Alert-Info ALL Forbidden E::L";e No IN Edit Delete | _

Figure 151 - Signaling Rule — Avaya SM

7. Repeat the same for Response Headers also
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Device: Lab126-ASBCEv Alarms Incidents Statusv  Logsv  Diagnostics  Users Settings ¥ Help ¥ Log Out

Session Border Controller for Enterprise AVAYA

EMS Dashboard Signaling Rules: Avaya_SM
Device Management Add | Rename || Clone || Delete |
Backup/Restore
. System Parameters Signaling Rules Click here to add a description.
3 default
> Cenfiguration Profiles General || Req || Resp H Request Headers ‘ ‘ Response Headers H Signaling QoS || ucin |
> Services No-Content-Type. ..

4 Comeast | Add In Header Control || Add Out Header Control |

Application Rules Response Method Header

Row Header Name

Crestron Code T Criteria Action Proprietary  Direction
Border Rules
Media Rules Syl 1 P-Location 1XX AL Forbidden RETOYE ves IN Edit Delete
Secunty Rules test
2 Endpoint-View  1XX ALL Forbidden RoMOYe  yeg IN Edit Delete
Signaling Rules P Header
Charging Rules
gng ” 3 P-Location 2XX ALL Forbidden ﬁggg’;" Yes IN Edit Delete
End Point Policy
Groups L -
P 8 aesEik 1XX AL Forbidden RETOVE veg IN Edit Delete
Session Policies
» TLS Management AV-Global- i Remove dit Delete
g 5 Seesion-ID 2XX ALL Forbidden Header Yes IN Edit Delete
> Network & Flows
. P-AV-Message- q Remove =
> DMZ Services 6 id 1XX ALL Forbidden B Yes IN Edit Delete
> Monitoring & Logging
7 PAMessage o AL Forbidden RETOYE ves IN Edit Delete

Figure 152- Signaling Rule — Avaya SM

4.7.3.2 End Point Policy Groups

A new End Point Policy Group was created for Avaya Aura Session Manager. The

default policy group was used for the AudioCodes side.

1. Navigate to: Domain Policies -> End Point Policy Groups

2. Two End Point Policy Groups are used for this testing. One is default-low and
another one is created as below.

Property of tekVizionLabs - 109



Device: Lab126-ASBCE v

Session Border Controller for Enterprise

> Services

4 Domain Policies
Application Rules
Border Rules
Media Rules
Security Rules
Signaling Rules
Charging Rules

End Point Policy
Groups

Session Policies
> TLS Management
4 Network & Flows

Alarms

Incidents

default-low
default-low-enc
default-med
defauli-med-enc
default-high
default-high-enc
avaya-def-low-enc
avaya-def-high-s

avaya-def-high-s

Network Auaya_SH
Management Vodafone
Media Interface

Comcast
Signaling Interface

IPC
End Paint Flows

AmazonCVC

Session Flows
Advanced Opticns -

Crestron_PG

Status v

Users

Logs v

Diagnostics Settings v Help ¥ Log

AVAYA

“ Policy Groups Click here to add a description. -

Hover over a row to see its description.
Policy Group

Summary

RTCP Mon
Gen

Order Application  Border Security

default-low

Signaling Charging

default- 8
1 default default Jow-med MNone Off Edit

Figure 153- End Point Policy Group — Avaya SM

3. Select Crestrin_PG under Policy Groups
4. Click Clone

5. Set Clone Name: Avaya_SM is given

6. Click Finish

Device: Lab126-ASBCEv Alarms  Incidents  Status v Users

Logs v

Diagnostics

Settings v Help v  Log Out

Session Border Controller for Enterprise

AVAYA

EMS Dashboard

Device Management

Backup/Restore

> System Parameters

> Configuration Profiles

> Services

«[Goman Poices]|
Application Rules
Border Rules
IVedia Rules
Security Rules
Signaling Rules
Charging Rules

Groups
Session Policies
> TLS Management

4 Network & Flows

Metwork
IManagement

Iedia Interface -

Policy Groups: Avaya_SM
Add

| Rename || Clone || Delete |

Policy Groups Click here to add a description.

default-low
default-low-enc
default-med
default-med-enc
default-high
default-high-enc
avaya-def-low-enc
avaya-def-high-s..

avaya-def-high-s..

Click here to add a row description.
Policy Group

Summary

Order tion  Border Media Security Signaling Charging E-gggen
1 default defautt 9 gotaiition [Avaya SM ] None off Edit
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Figure 154 - End Point Policy Group — Avaya SM
4.7.4 Network & Flows

4.7.4.1 Media Interface

1. Navigate to: Device Specific Settings > Media Interface. Click Add

2. Set Name: SBC LAN is given here

3. Set IP Address: Select SBC LAN from the drop down and the IP address will
populate automatically. The IP address for Interface facing Avaya Aura Session
Manager is 10.89.33.13

4. Set Port Range: 35000-40000 is used for this setup

5. Click Finish

6. Repeat the same steps to create a Media Interface facing AudioCodes with the name

SBC WAN
Device: Lab126-ASBCE~v Alarms  Incidents Statusv Logsv  Diagnostics Users Settings v Help ¥ Log Out
Session Border Controller for Enterprise AVAYA
“ Domain Policies «| Media Interface
Application Rules
Border Rules
Media Rules Media Interface

Secunty Rules

Add

Signaling Rules

Charging Rules Port Range

End Point Policy
Groups

89.33.13 it Delste
Med_LAN 0893313 o) 35000 - 40000 Edit Delete

192.65.79.204 35000 - 40000

Session Policies Med_WAN NAN-B1 (51, VLAN 0)

Edit Delete

> TLS Management

4 MNetwork & Flows

MNetwork
lManagement

Media Interface 2

Figure 155- Media Interface

4.7.4.2 Signaling Interface

1. Navigate to: Network & Flows - Signaling Interface. Click Add, new Add Signaling
Interface window will appear

2. Set Name: SBC LAN is given for the interface facing Avaya Aura Session Manager

3. SetIP Address: Select the signaling IP which is the Avaya Aura Session Manager
facing interface

4. Set UDP Port: 5060 is set

5. Set UDP/TLS Port: Leave the boxes empty as only UDP is used between Avaya Aura
Session Manager and Avaya SBCE

6. Leave all other fields at default values

7. Click Finish
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8. Repeat same steps to create the Signaling Interface facing AudioCodes. UDP is the
protocol between Avaya SBCE and AudioCodes.
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EMS
Lab126-ASBCE

4 Domain Policies

Application Rules
Border Rules
Ivledia Rules
Security Rules
Signaling Rules
Charging Rules

End Point Policy
Groups

Session Policies
> TLS Management
4 Network & Flows

Network
IManagement

Media Interface
Signaling Interface
End Point Flows

Device: Lab126-ASBCE v

Alarms

Incidents

Status v

Logs ¥ Diagnostics Users

er Controller for Enterprise

-

Signaling Interface

Signaling Interface

Seitings v Help ¥ Log Out

AVAYA

SIG_LAN

SIG_WAN

Signaling IP

NE?‘mt“g TCP Port  UDP Port
10.89.33.13

LAN-AT (A1, VLAN 0) - 5080
192.65.79.204 = 5060

WAN-B1 {B1, VLAN 0)

TLS Port  TLS Profile

None Edit Delete

None Edit Delete

4.7.4.3 Server Flows

Nk~ WN -

Figure 156 - Signaling Interface

9. Set Routing Profile: AudioCodes_RP (created earlier)
10. Set Topology Hiding Profile: Avaya_SM (created earlier)
11. Leave all other fields at default values
12. Click Finish

Navigate to: Network & Flows > End Point Flows > Server Flows. Click Add
Set Flow Name: Avaya SM is given for enterprise
Set SIP Server Profile: Avaya_SM (created earlier)
Set Transport: UDP is selected here

Set Receive Interface: SIG_WAN (created earlier)
Set Signaling Interface: SIG_LAN (created earlier)
Set Media Interface: SIG_LAN (created earlier)
Set End Point Policy Group: default-low (created earlier)
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Edit Flow: Avaya SM

Flow Name Avaya SM

SIP Server Profile Avaya SM

URI Group *

Transport

Remote Subnet

Received Interface SIG_WAN »
Signaling Interface SIG_LAN ¥

Media Interface Med_LAN ¥

Secondary Media Interface None v

End Paint Policy Group Avaya_SM
Routing Profile AudioCodes_RP ¥

Topology Hiding Profile Avaya_SM v

Signaling Manipulation Script None
Remote Branch Office Any v

Link Menitoring from Peer (]

Figure 157 - Server Flow

13. Repeat the same steps for creating server flow for AudioCodes as below

Edit Flow: AudioCodes

Flow Name AudioCodes|

SIP Server Profile AudioCodesSipServer v

URI Group * v

Transport

Remote Subnet

Received Interface SIG_LAN ¥
Signaling Interface SIG_WAN »

Media Interface Med WAN

Secondary Media Interface Naone v

End Paint Palicy Group Crestron_PG
Routing Profile Avaya_SM

Topology Hiding Profile default

Signaling Manipulation Script None

Remote Branch Office Any v

Link Menitoring from Peer (]

Figure 158 - Server Flow
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5 Acronyms

Acronym Definition

Avaya CM Avaya Aura Communications Manager

Avaya SM Avaya Aura Sessions Manager

Avaya SBCE Avaya Session Border Controller for Enterprise
CLIP Calling Line (Number) Identification Presentation
CLIR Calling Line (Number) Identification Restriction
DNS Domain Name Server

EXT Extension

FQDN Fully Qualified Domain Name

MRGL Media Resource Group List

MTP Media Termination Point

MWI Message Waiting Indicator

PBX Private Branch Exchange

PSTN Public Switched Telephone Network

RTP Real Time Protocol

SRTP Secure Real Time Protocol

SIP Session Initiated Protocol

UDP Uniform Dial Plan

VM Voice Mail

B2BUA Back to Back User Agent

SBC Session Border Controller
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6 Summary of Tests and Results

External Title Procedure Expected Results Comments
NEITS
ID
1 | Teams user 1. Make a voice call from Teams user to | 1. Call is connected
Calls PBX A PBX A user with bi-directional
user 2. Teams user hears Ring back Tone audio, voice is clear,
3. PBX A user answers the call no echo
4. Verify two way audio 2: Callis PASSED
5. Teams user hangs up the call disconnected
6. Verify call is cleared successfully
7. Repeat steps 1 to 4
8. PBX A user hangs up the call
9. Verify call is cleared successfully
2 | Teams user 1. Make a voice call from Teams user to | 1. Call is connected This testing is for
Calls PBX B PBX B user with bi-directional only one PBX with
user 2. Teams user hears Ring back Tone audio, voice is clear, Teams
3. PBX B user answers the call no echo
4. Verify two way audio 2. Callis NOT
5. Teams user hangs up the call disconnected APPLICABLE
6. Verify call is cleared successfully
7. Repeat steps 1 to 4
8. PBX B user hangs up the call
9. Verify call is cleared successfully
3 | Teams user 1. Make a voice call from Teams user to | 1. Call is connected
Calls PSTN PSTN user with bi-directional PASSED
user 2. Teams user hears Ring back Tone audio, voice is clear,

3. PSTN user answers the call

no echo




External Title Procedure Expected Results Comments
Status
ID
4. Verify two way audio 2. Callis
5. Teams user hangs up the call disconnected
6. Verify call is cleared successfully
7. Repeat steps 1 to 4
8. PSTN user hangs up the call
9. Verify call is cleared successfully
4 | Teams user 1. Make a voice call from Teams user to | 1. Callis
Calls PBX A PBX A user disconnected before
user and 2. PBX A user starts ringing answer
hangs up 3. Teams user hears Ring back Tone
. PASSED
before 4. Teams user hangs up the call while
answer PBX A user is ringing
5. PBX A user stops ringing
6. Verify call is cleared successfully
5| Teams user 1. Make a voice call from Teams user to | 1. Call is This testing is for
Calls PBX B PBX B user disconnected before only one PBX with
user and 2. PBX B user starts ringing answer Teams
hangs up 3. Teams user hears Ring back Tone NOT
before 4. Teams user hangs up the call while APPLICABLE
answer PBX B user is ringing

5. PBX B user stops ringing
6. Verify call is cleared successfully
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6 | Teams user 1. Make a voice call from Teams user to | 1. Call is
Calls PSTN PSTN user disconnected before
user and 2. PSTN user starts ringing answer
hangs up 3. Teams user hears Ring back Tone PASSED
before 4. Teams user hangs up the call while
answer PSTN user is ringing
5. PSTN user stops ringing
6. Verify call is cleared successfully
7 | PBX A user 1. Make a voice call from PBX A userto | 1. Callis connected
Calls Teams | Teams user with bi-directional
user 2. PBX A user hears Ring back Tone audio, voice is clear,
3. Teams user answers the call no echo
4. Verify two way audio 2.' Callis PASSED
5. PBX A user hangs up the call disconnected
6. Verify call is cleared successfully
7. Repeat steps 1 to 4
8. Teams user hangs up the call
9. Verify call is cleared successfully
8 | PBX B user 1. Make a voice call from PBX B userto | 1. Call is connected This testing is for
Calls Teams | Teams user with bi-directional only one PBX with
user 2. PBX B user hears Ring back Tone audio, voice is clear, Teams
3. Teams user answers the call no echo
4. Verify two way audio 2. Callis NOT
5. PBX B user hangs up the call disconnected APPLICABLE

6. Verify call is cleared successfully
7. Repeat steps 1 to 4

8. Teams user hangs up the call

9. Verify call is cleared successfully
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9 | PSTN user 1. Make a voice call from PSTN user to 1. Call is connected
Calls Teams | Teams user with bi-directional
user 2. PSTN user hears Ring back Tone audio, voice is clear,
3. Teams user answers the call no echo
4. Verify two way audio 2: Callis PASSED
5. PSTN user hangs up the call disconnected
6. Verify call is cleared successfully
7. Repeat steps 1 to 4
8. Teams user hangs up the call
9. Verify call is cleared successfully
10 | PBX A user 1. Make a voice call from PBX Auserto | 1.Callis
Calls Teams | Teams user disconnected before
user and 2. Teams user starts ringing answer
hangs up 3. PBX A user hears Ring back Tone PASSED
before 4. PBX A user hangs up the call while
answer Teams user is ringing
5. Teams user stops ringing
6. Verify call is cleared successfully
11 | PBX B user 1. Make a voice call from PBXB userto | 1.Callis This testing is for
Calls Teams | Teams user disconnected before only one PBX with
user and 2. Teams user starts ringing answer Teams
hangs up 3. PBX B user hears Ring back Tone NOT
before 4. PBX B user hangs up the call while APPLICABLE
answer Teams user is ringing

5. Teams user stops ringing
6. Verify call is cleared successfully
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12 | PSTN user 1. Make a voice call from PSTN user to 1. Callis
Calls Teams | Teams user disconnected before
user and 2. Teams user starts ringing answer
hangs up 3. PSTN user hears Ring back Tone PASSED
before 4. PSTN user hangs up the call while
answer Teams user is ringing
5. Teams user stops ringing
6. Verify call is cleared successfully
13 | Teams user 1. Make a voice call from Teams user to | 1. Call is placed on
Calls PBX A PBX A user hold successfully
user and 2. Teams user hears Ring back Tone 2. No audio present
performs 3. PBX A user answers the call during hold
hold/resume | 4. Verify two way audio 3. Call is resumed
5. Teams user initiates call hold successfully
6. Verify no audio is present while call is | 4. Two way audio PASSED
on hold present after call is
7. Teams user resumes the call resumed
8. Verify two way audio is re-established
between the two end points
9. Teams user hangs up the call
10. Verify call is cleared successfully
14 | Teams user 1. Make a voice call from Teams user to | 1. Call is placed on This testing is for
Calls PBX B PBX B user hold successfully only one PBX with
user and 2. Teams user hears Ring back Tone 2. No audio present Teams
performs 3. PBX B user answers the call during hold NOT
APPLICABLE

hold/resume

4. Verify two way audio
5. Teams user initiates call hold
6. Verify no audio is present while call is

3. Call is resumed
successfully
4. Two way audio
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on hold present after call is
7. Teams user resumes the call resumed
8. Verify two way audio is re-established
between the two end points
9. Teams user hangs up the call
10. Verify call is cleared successfully
15 | Teams user 1. Make a voice call from Teams user to | 1. Call is placed on
Calls PSTN PSTN user hold successfully
user and 2. Teams user hears Ring back Tone 2. No audio present
performs 3. PSTN user answers the call during hold
hold/resume | 4. Verify two way audio 3. Call is resumed
5. Teams user initiates call hold successfully
6. Verify no audio is present while call is | 4. Two way audio PASSED
on hold present after call is
7. Teams user resumes the call resumed
8. Verify two way audio is re-established
between the two end points
9. Teams user hangs up the call
10. Verify call is cleared successfully
16 | PBX A user 1. Make a voice call from PBX A userto | 1. Callis placed on The UC-PHONE-
Calls Teams | Teams user hold successfully PLUS desk phone
user and 2. PBX A user hears Ring back Tone 2. No audio present is unable to
Teams user 3. Teams user answers the call during hold resume a held call
performs 4. Verify two way audio 3. Callis resumed FAILED using Softkey, if

hold/resume

5. Teams user initiates call hold

6. Verify no audio is present while call is
on hold

7. Teams user resumes the call

successfully

4. Two way audio
present after call is
resumed

the call has been
answered by the
phone using
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8. Verify two way audio is re-established receiver or

between the two end points speaker button.

9. PBX A user hangs up the call

10. Verify call is cleared successfully

17 | PBX B user 1. Make a voice call from PBX B userto | 1. Callis placed on PBX B is not

Calls Teams | Teams user hold successfully tested with this
user and 2. PBX B user hears Ring back Tone 2. No audio present cycle
Teams user | 3. Teams user answers the call during hold
performs 4. Verify two way audio 3. Call is resumed
hold/resume | 5. Teams user initiates call hold successfully NOT

6. Verify no audio is present while call is | 4. Two way audio

. APPLICABLE

on hold present after call is

7. Teams user resumes the call resumed

8. Verify two way audio is re-established

between the two end points

9. PBX B user hangs up the call

10. Verify call is cleared successfully

18 | PSTN user 1. Make a voice call from PSTN user to 1. Call is placed on The UC-PHONE-

Calls Teams | Teams user hold successfully PLUS desk phone
user and 2. PSTN user hears Ring back Tone 2. No audio present is unable to
Teams 3. Teams user answers the call during hold resume a held call
performs 4. Verify two way audio 3. Call is resumed using Softkey, if
hold/resume | 5. Teams user initiates call hold successfully FAILED the call has been

6. Verify no audio is present while call is
on hold

7. Teams user resumes the call

8. Verify two way audio is re-established
between the two end points

4. Two way audio
present after call is
resumed

answered by the
phone using
receiver or
speaker button.
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9. PSTN user hangs up the call
10. Verify call is cleared successfully
19 | Teams user 1. Make a voice call from Teams user to | 1. Call is transferred
Calls PBX A PBX A user 1 successfully
user, Teams | 2. Teams user hears Ring back Tone 2. Two way audio
user 3. PBX A user 1 answers the call present after call is
performs 4. Verify two way audio transferred
Attended 5. Teams user places a consultation call
Transfer to to PBX A user 2
PBX A user 6. Verify PBX A user 1 is placed on hold PASSED
7. PBX A user 2 answers the call
8. Verify two way audio
9. Teams user completes the transfer
10. Verify two way audio between PBX A
user 1 and PBX A user 2
11. PBX A user 1 hangs up the call
12. Verify call is cleared successfully
20 | Teams user 1. Make a voice call from Teams user to | 1. Call is transferred This testing is for
Calls PBX A PBX A user successfully only one PBX with
user, Teams | 2. Teams user hears Ring back Tone 2. Two way audio Teams
user 3. PBX A user answers the call present after call is
performs 4. Verify two way audio transferred NOT
Attended 5. Teams user places a consultation call APPLICABLE
Transfer to to PBX B user
PBX B user 6. Verify PBX A user is placed on hold

7. PBX B user answers the call
8. Verify two way audio
9. Teams user completes the transfer
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10. Verify two way audio between PBX A
user and PBX B user
11. PBX A user hangs up the call
12. Verify call is cleared successfully
21 | Teams user 1. Make a voice call from Teams user to | 1. Call is transferred
Calls PBX A PBX A user successfully
user, Teams | 2. Teams user hears Ring back Tone 2. Two way audio
user 3. PBX A user answers the call present after call is
performs 4. Verify two way audio transferred
Attended 5. Teams user places a consultation call
Transfer to to PSTN user
PSTN user 6. Verify PBX A user is placed on hold PASSED
7. PSTN user answers the call
8. Verify two way audio
9. Teams user completes the transfer
10. Verify two way audio between PBX A
user and PSTN user
11. PBX A user hangs up the call
12. Verify call is cleared successfully
22 | Teams user 1. Make a voice call from Teams user to | 1. Call is transferred This testing is for
Calls PBX B PBX B user 1 successfully only one PBX with
user, Teams | 2. Teams user hears Ring back Tone 2. Two way audio Teams
user 3. PBX B user 1 answers the call present after call is NOT
performs 4. Verify two way audio transferred
. APPLICABLE
Attended 5. Teams user places a consultation call
Transfer to to PBX B user 2
PBX B user 6. Verify PBX B user 1 is placed on hold

7. PBX B user 2 answers the call
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8. Verify two way audio
9. Teams user completes the transfer
10. Verify two way audio between PBX B
user 1 and PBX B user 2
11. PBX B user 1 hangs up the call
12. Verify call is cleared successfully
23 | Teams user 1. Make a voice call from Teams user to | 1. Call is transferred This testing is for
Calls PBX B PBX B user successfully only one PBX with
user, Teams | 2. Teams user hears Ring back Tone 2. Two way audio Teams
user 3. PBX B user answers the call present after call is
performs 4. Verify two way audio transferred
Attended 5. Teams user places a consultation call
Transfer to to PBX A user NOT
PBX A user 6. Verify PBX B user is placed on hold APPLICABLE
7. PBX A user answers the call
8. Verify two way audio
9. Teams user completes the transfer
10. Verify two way audio between PBX B
user and PBX A user
11. PBX B user hangs up the call
12. Verify call is cleared successfully
24 | Teams user 1. Make a voice call from Teams user to | 1. Call is transferred This testing is for
Calls PBX B PBX B user successfully only one PBX with
user, Teams | 2. Teams user hears Ring back Tone 2. Two way audio NOT Teams
user 3. PBX B user answers the call present after call is
. . APPLICABLE
performs 4. Verify two way audio transferred
Attended 5. Teams user places a consultation call

to PSTN user
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Transfer to 6. Verify PBX B user is placed on hold
PSTN user 7. PSTN user answers the call
8. Verify two way audio
9. Teams user completes the transfer
10. Verify two way audio between PBX B
user and PSTN user
11. PBX B user hangs up the call
12. Verify call is cleared successfully
25 | Teams user 1. Make a voice call from Teams user to | 1. Call is transferred This testing is for
Calls PSTN PSTN user successfully only one PBX with
user, Teams | 2. Teams user hears Ring back Tone 2. Two way audio Teams
user 3. PSTN user answers the call present after call is
performs 4. Verify two way audio transferred
Attended 5. Teams user places a consultation call
Transfer to to PBX B user NOT
PBX B user 6. Verify PSTN user is placed on hold
APPLICABLE
7. PBX B user answers the call
8. Verify two way audio
9. Teams user completes the transfer
10. Verify two way audio between PSTN
user and PBX B user
11. PSTN user hangs up the call
12. Verify call is cleared successfully
26 | Teams user 1. Make a voice call from Teams user to | 1. Call is transferred
Calls PSTN PSTN user successfully
user, Teams | 2. Teams user hears Ring back Tone 2. Two way audio PASSED
user 3. PSTN user answers the call present after call is
performs 4., Verify two way audio transferred
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Attended 5. Teams user places a consultation call
Transfer to to PBX A user
PBX A user 6. Verify PSTN user is placed on hold
7. PBX A user answers the call
8. Verify two way audio
9. Teams user completes the transfer
10. Verify two way audio between PSTN
user and PBX A user
11. PSTN user hangs up the call
12. Verify call is cleared successfully
27 | Teams user 1. Make a voice call from Teams user to | 1. Call is transferred
Calls PSTN 1 [ PSTN user 1 successfully
user, Teams | 2. Teams user hears Ring back Tone 2. Two way audio
user 3. PSTN user 1 answers the call present after call is
performs 4. Verify two way audio transferred
Attended 5. Teams user places a consultation call
Transfer to to PSTN user 2
PSTN 2 user | 6. Verify PSTN user 1 is placed on hold PASSED
7. PSTN user 2 answers the call
8. Verify two way audio
9. Teams user completes the transfer
10. Verify two way audio between PSTN
user 1 and PSTN user 2
11. PSTN user 1 hangs up the call
12. Verify call is cleared successfully
28 | PBX A user 1. Make a voice call from PBX A user 1 1. Call is transferred
Calls Teams | to Teams user successfully PASSED
user, Teams | 2. PBX A user 1 hears Ring back Tone 2. Two way audio
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user 3. Teams user answers the call present after call is
performs 4. Verify two way audio transferred
Attended 5. Teams user places a consultation call
Transfer to to PBX A user 2
PBX A user 6. Verify PBX A user 1 is placed on hold
7. PBX A user 2 answers the call
8. Verify two way audio
9. Teams user completes the transfer
10. Verify two way audio between PBX A
user 1 and PBX A user 2
11. PBX A user 1 hangs up the call
12. Verify call is cleared successfully
29 [ PBX A user 1. Make a voice call from PBX Auserto | 1.Callis transferred This testing is for
Calls Teams | Teams user successfully only one PBX with
user, Teams [ 2. PBX A user hears Ring back Tone 2. Two way audio Teams
user 3. Teams user answers the call present after call is
performs 4. Verify two way audio transferred
Attended 5. Teams user places a consultation call
Transfer to to PBX B user NOT
PBX B user 6. Verify PBX A user is placed on hold APPLICABLE

7. PBX B user answers the call

8. Verify two way audio

9. Teams user completes the transfer
10. Verify two way audio between PBX A
user and PBX B user

11. PBX A user hangs up the call

12. Verify call is cleared successfully
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30 | PBX A user 1. Make a voice call from PBXAuserto | 1. Callis transferred
Calls Teams | Teams user successfully
user, Teams | 2. PBX A user hears Ring back Tone 2. Two way audio
user 3. Teams user answers the call present after call is
performs 4. Verify two way audio transferred
Attended 5. Teams user places a consultation call
Transfer to to PSTN user
PSTN user 6. Verify PBX A user is placed on hold PASSED
7. PSTN user answers the call
8. Verify two way audio
9. Teams user completes the transfer
10. Verify two way audio between PBX A
user and PSTN user
11. PBX A user hangs up the call
12. Verify call is cleared successfully
31 | PBX B user 1. Make a voice call from PBX B user 1 1. Call is transferred This testing is for
Calls Teams | to Teams user successfully only one PBX with
user, Teams | 2. PBXB user 1 hears Ring back Tone 2. Two way audio Teams
user 3. Teams user answers the call present after call is
performs 4. Verify two way audio transferred
Attended 5. Teams user places a consultation call
NOT
Transfer to to PBX B user 2 APPLICABLE
PBX B user 6. Verify PBX B user 1 is placed on hold

7. PBX B user 2 answers the call

8. Verify two way audio

9. Teams user completes the transfer
10. Verify two way audio between PBX B
user 1 and PBX B user 2
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11. PBX B user 1 hangs up the call
12. Verify call is cleared successfully
32 | PBX B user 1. Make a voice call from PBX B userto | 1. Call is transferred This testing is for
Calls Teams | Teams user successfully only one PBX with
user, Teams | 2. PBX B user hears Ring back Tone 2. Two way audio Teams
user 3. Teams user answers the call present after call is
performs 4. Verify two way audio transferred
Attended 5. Teams user places a consultation call
Transfer to to PBX A user NOT
PBX A user 6. Verify PBX B user is placed on hold APPLICABLE
7. PBX A user answers the call
8. Verify two way audio
9. Teams user completes the transfer
10. Verify two way audio between PBX B
user and PBX A user
11. PBX B user hangs up the call
12. Verify call is cleared successfully
33 | PBX B user 1. Make a voice call from PBX B userto | 1. Call is transferred This testing is for
Calls Teams | Teams user successfully only one PBX with
user, Teams | 2. PBX B user hears Ring back Tone 2. Two way audio Teams
user 3. Teams user answers the call present after call is
performs 4. Verify two way audio transferred NOT
Attended 5. Teams user places a consultation call APPLICABLE
Transfer to to PSTN user
PSTN user 6. Verify PBX B user is placed on hold

7. PSTN user answers the call
8. Verify two way audio
9. Teams user completes the transfer
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10. Verify two way audio between PBX B
user and PSTN user
11. PBX B user hangs up the call
12. Verify call is cleared successfully
34 | PSTN user 1. Make a voice call from PSTN user to 1. Call is transferred This testing is for
Calls Teams | Teams user successfully only one PBX with
user, Teams | 2. PSTN user hears Ring back Tone 2. Two way audio Teams
user 3. Teams user answers the call present after call is
performs 4. Verify two way audio transferred
Attended 5. Teams user places a consultation call
Transfer to to PBX B user NOT
PBX B user 6. Verify PSTN user is placed on hold APPLICABLE
7. PBX B user answers the call
8. Verify two way audio
9. Teams user completes the transfer
10. Verify two way audio between PSTN
user and PBX B user
11. PSTN user hangs up the call
12. Verify call is cleared successfully
35| PSTN user 1. Make a voice call from PSTN user to 1. Call is transferred This testing is for
Calls Teams | Teams user successfully only one PBX with
user, Teams | 2. PSTN user hears Ring back Tone 2. Two way audio Teams
user 3. Teams user answers the call present after call is NOT
performs 4. Verify two way audio transferred
. APPLICABLE
Attended 5. Teams user places a consultation call
Transfer to to PBX A user
PBX A user 6. Verify PSTN user is placed on hold

7. PBX A user answers the call
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8. Verify two way audio
9. Teams user completes the transfer
10. Verify two way audio between PSTN
user and PBX A user
11. PSTN user hangs up the call
12. Verify call is cleared successfully
36 | PSTN 1 user | 1. Make a voice call from PSTN user 1 to | 1. Call is transferred
Calls Teams | Teams user successfully
user, Teams | 2. PSTN user 1 hears Ring back Tone 2. Two way audio
user 3. Teams user answers the call present after call is
performs 4. Verify two way audio transferred
Attended 5. Teams user places a consultation call
Transfer to to PSTN user 2
PSTN 2 user | 6. Verify PSTN user 1 is placed on hold PASSED
7. PSTN user 2 answers the call
8. Verify two way audio
9. Teams user completes the transfer
10. Verify two way audio between PSTN
user 1 and PSTN user 2
11. PSTN user 1 hangs up the call
12. Verify call is cleared successfully
37 | Teams user 1. Make a voice call from Teams user to | 1. Call is transferred
Calls PBX A PBX A user 1 successfully
user, Teams | 2. Teams user hears Ring back Tone 2. Two way audio
user 3. PBX A user 1 answers the call present after call is PASSED
performs 4. Verify two way audio transferred
Unattended | 5. Teams user transfers the call to PBX

A user 2
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Transfer to 6.PBX A user 2 starts ringing
PBX A user 7. PBX A user 1 hears Ring back Tone
8. PBX A user 2 answers the call
9. Verify two way audio between PBX A
user 1 and PBX A user 2
10. PBX A user 1 hangs up the call
11. Verify call is cleared successfully
38 | Teams user 1. Make a voice call from Teams user to | 1. Call is transferred This testing is for
Calls PBX A PBX A user successfully only one PBX with
user, Teams | 2. Teams user hears Ring back Tone 2. Two way audio Teams
user 3. PBX A user answers the call present after call is
performs 4. Verify two way audio transferred
Unattended | 5. Teams user transfers the call to PBX
Transfer to B user NOT
PBX B user 6.PBX B user starts ringing APPLICABLE
7. PBX A user hears Ring back Tone
8. PBX B user answers the call
9. Verify two way audio between PBX A
user and PBX B user
10. PBX A user hangs up the call
11. Verify call is cleared successfully
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39 | Teams user 1. Make a voice call from Teams user to | 1. Call is transferred
Calls PBX A PBX A user successfully
user, Teams | 2. Teams user hears Ring back Tone 2. Two way audio
user 3. PBX A user answers the call present after call is
performs 4. Verify two way audio transferred
Unattended | 5. Teams user transfers the call to PSTN
Transfer to user
PSTN user 6.PSTN user starts ringing PASSED
7. PBX A user hears Ring back Tone
8. PSTN user answers the call
9. Verify two way audio between PBX A
user and PSTN user
10. PBX A user hangs up the call
11. Verify call is cleared successfully
40 | Teams user 1. Make a voice call from Teams user to | 1. Call is transferred This testing is for
Calls PBX B PBX B user 1 successfully only one PBX with
user, Teams | 2. Teams user hears Ring back Tone 2. Two way audio Teams
user 3. PBX B user 1 answers the call present after call is
performs 4. Verify two way audio transferred
Unattended | 5. Teams user transfers the call to PBX
Transfer to B user 2 NOT
PBX B user 6.PBX B user 2 starts ringing APPLICABLE

7. PBX B user 1 hears Ring back Tone
8. PBX B user 2 answers the call

9. Verify two way audio between PBX B
user 1 and PBX B user 2

10. PBX B user 1 hangs up the call

11. Verify call is cleared successfully
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41 | Teams user 1. Make a voice call from Teams user to | 1. Call is transferred This testing is for
Calls PBX B PBX B user successfully only one PBX with
user, Teams | 2. Teams user hears Ring back Tone 2. Two way audio Teams
user 3. PBX B user answers the call present after call is
performs 4. Verify two way audio transferred
Unattended | 5. Teams user transfers the call to PBX
Transfer to A user NOT
PBX A user 6.PBX A user starts ringing APPLICABLE
7. PBX B user hears Ring back Tone
8. PBX A user answers the call
9. Verify two way audio between PBX B
user and PBX A user
10. PBX B user hangs up the call
11. Verify call is cleared successfully
42 | Teams 1. Make a voice call from Teams user to | 1. Call is transferred This testing is for
userCalls PBX | PBX B user successfully only one PBX with
B user, 2. Teams user hears Ring back Tone 2. Two way audio Teams
Teams user | 3. PBX B user answers the call present after call is
performs 4. Verify two way audio transferred
Unattended | 5. Teams user transfers the call to PSTN
Transfer to user NOT
PSTN user 6.PSTN user starts ringing APPLICABLE

7. PBX B user hears Ring back Tone

8. PSTN user answers the call

9. Verify two way audio between PBX B
user and PSTN user

10. PBX B user hangs up the call

11. Verify call is cleared successfully
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43 | Teams user 1. Make a voice call from Teams user to | 1. Call is transferred This testing is for
Calls PSTN PSTN user successfully only one PBX with
user, Teams | 2. Teams user hears Ring back Tone 2. Two way audio Teams
user 3. PSTN user answers the call present after call is
performs 4. Verify two way audio transferred
Unattended | 5. Teams user transfers the call to PBX
Transfer to B user NOT
PBX B user 6.PBX B user starts ringing APPLICABLE
7. PSTN user hears Ring back Tone
8. PBX B user answers the call
9. Verify two way audio between PSTN
user and PBX B user
10. PSTN user hangs up the call
11. Verify call is cleared successfully
44 | Teams user 1. Make a voice call from Teams user to | 1. Call is transferred
Calls PSTN PSTN user successfully
user, Teams | 2. Teams user hears Ring back Tone 2. Two way audio
user 3. PSTN user answers the call present after call is
performs 4. Verify two way audio transferred
Unattended | 5. Teams user transfers the call to PBX
Transfer to A user
PBX A user 6.PBX A user starts ringing PASSED

7. PSTN user hears Ring back Tone

8. PBX A user answers the call

9. Verify two way audio between PSTN
user and PBX A user

10. PSTN user hangs up the call

11. Verify call is cleared successfully
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45 | Teams user 1. Make a voice call from Teams user to | 1. Call is transferred

Calls PSTN 1 | PSTN user 1 successfully

user, Teams | 2. Teams user hears Ring back Tone 2. Two way audio

user 3. PSTN user 1 answers the call present after call is

performs 4. Verify two way audio transferred

Unattended | 5. Teams user transfers the call to PSTN

Transfer to user 2

PSTN 2 user | 6.PSTN user 2 starts ringing PASSED
7. PSTN user 1 hears Ring back Tone
8. PSTN user 2 answers the call
9. Verify two way audio between PSTN
user 1 and PSTN user 2
10. PSTN user 1 hangs up the call
11. Verify call is cleared successfully

46 | PBX A user 1. Make a voice call from PBX A user 1 1. Call is transferred

Calls Teams | to Teams user successfully

user, Teams | 2. PBX A user 1 hears Ring back Tone 2. Two way audio

user 3. Teams user answers the call present after call is

performs 4. Verify two way audio transferred

Unattended | 5. Teams user transfers the call to PBX

Transfer to Auser 2

PBX A user 6.PBX A user 2 starts ringing PASSED

7. PBX A user 1 hears Ring back Tone
8. PBX A user 2 answers the call

9. Verify two way audio between PBX A
user 1 and PBX A user 2

10. PBX A user 1 hangs up the call

11. Verify call is cleared successfully
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47 | PBX A user 1. Make a voice call from PBX Auserto | 1.Callis transferred This testing is for
Calls Teams | Teams user successfully only one PBX with
user, Teams [ 2. PBX A user hears Ring back Tone 2. Two way audio Teams
user 3. Teams user answers the call present after call is
performs 4. Verify two way audio transferred
Unattended | 5. Teams user transfers the call to PBX
Transfer to B user NOT
PBX B user 6.PBX B user starts ringing APPLICABLE
7. PBX A user hears Ring back Tone
8. PBX B user answers the call
9. Verify two way audio between PBX A
user and PBX B user
10. PBX A user hangs up the call
11. Verify call is cleared successfully
48 | PBX A user 1. Make a voice call from PBXAuserto | 1. Callis transferred
Calls Teams | Teams user successfully
user, Teams | 2. PBX A user hears Ring back Tone 2. Two way audio
user 3. Teams user answers the call present after call is
performs 4. Verify two way audio transferred
Unattended | 5. Teams user transfers the call to PSTN
Transfer to user
PSTN user 6.PSTN user starts ringing PASSED

7. PBX A user hears Ring back Tone

8. PSTN user answers the call

9. Verify two way audio between PBX A
user and PSTN user

10. PBX A user hangs up the call

11. Verify call is cleared successfully
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D Status
49 | PBX B user 1. Make a voice call from PBX B user 1 1. Call is transferred This testing is for
Calls Teams | to Teams user successfully only one PBX with
user, Teams | 2. PBXB user 1 hears Ring back Tone 2. Two way audio Teams
user 3. Teams user answers the call present after call is
performs 4. Verify two way audio transferred
Unattended | 5. Teams user transfers the call to PBX
Transfer to B user 2 NOT
PBX B user 6.PBX B user 2 starts ringing APPLICABLE
7. PBX B user 1 hears Ring back Tone
8. PBX B user 2 answers the call
9. Verify two way audio between PBX B
user 1 and PBX B user 2
10. PBX B user 1 hangs up the call
11. Verify call is cleared successfully
50 [ PBX B user 1. Make a voice call from PBX B userto | 1. Call is transferred This testing is for
Calls Teams | Teams user successfully only one PBX with
user, Teams | 2. PBX B user hears Ring back Tone 2. Two way audio Teams
user 3. Teams user answers the call present after call is
performs 4. Verify two way audio transferred
Unattended | 5. Teams user transfers the call to PBX
Transfer to A user NOT
PBX A user 6.PBX A user starts ringing APPLICABLE

7. PBX B user hears Ring back Tone

8. PBX A user answers the call

9. Verify two way audio between PBX B
user and PBX A user

10. PBX B user hangs up the call

11. Verify call is cleared successfully
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D Status
51 [ PBX B user 1. Make a voice call from PBX B userto | 1. Call is transferred This testing is for
Calls Teams | Teams user successfully only one PBX with
user, Teams | 2. PBX B user hears Ring back Tone 2. Two way audio Teams
user 3. Teams user answers the call present after call is
performs 4. Verify two way audio transferred
Unattended | 5. Teams user transfers the call to PSTN
Transfer to user NOT
PSTN user 6.PSTN user starts ringing APPLICABLE
7. PBX B user hears Ring back Tone
8. PSTN user answers the call
9. Verify two way audio between PBX B
user and PSTN user
10. PBX B user hangs up the call
11. Verify call is cleared successfully
52 | PSTN user 1. Make a voice call from PSTN user to 1. Call is transferred This testing is for
Calls Teams | Teams user successfully only one PBX with
user, Teams | 2. PSTN user hears Ring back Tone 2. Two way audio Teams
user 3. Teams user answers the call present after call is
performs 4. Verify two way audio transferred
Unattended | 5. Teams user transfers the call to PBX
Transfer to B user NOT
PBX B user 6.PBX B user starts ringing APPLICABLE

7. PSTN user hears Ring back Tone

8. PBX B user answers the call

9. Verify two way audio between PSTN
user and PBX B user

10. PSTN user hangs up the call

11. Verify call is cleared successfully
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External Title Procedure Expected Results Comments
D Status
53 | PSTN user 1. Make a voice call from PSTN user to 1. Call is transferred

Calls Teams | Teams user successfully

user, Teams | 2. PSTN user hears Ring back Tone 2. Two way audio

user 3. Teams user answers the call present after call is

performs 4. Verify two way audio transferred

Unattended | 5. Teams user transfers the call to PBX

Transfer to A user

PBX A user 6.PBX A user starts ringing PASSED
7. PSTN user hears Ring back Tone
8. PBX A user answers the call
9. Verify two way audio between PSTN
user and PBX A user
10. PSTN user hangs up the call
11. Verify call is cleared successfully

54 | PSTN 1 user | 1. Make a voice call from PSTN user 1 to | 1. Call is transferred

Calls Teams | Teams user successfully

user, Teams | 2. PSTN user 1 hears Ring back Tone 2. Two way audio

user 3. Teams user answers the call present after call is

performs 4. Verify two way audio transferred

Unattended | 5. Teams user transfers the call to PSTN

Transfer to user 2

PSTN 2 user | 6.PSTN user 2 starts ringing PASSED

7. PSTN user 1 hears Ring back Tone
8. PSTN user 2 answers the call

9. Verify two way audio between PSTN
user 1 and PSTN user 2

10. PSTN user 1 hangs up the call

11. Verify call is cleared successfully
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External Title Procedure Expected Results Comments
D Status
55 | PSTN user 1. Make a voice call from PSTN user to 1. Call is transferred
calls Teams Teams user 1 successfully
user, Teams | 2. PSTN user hears Ring back Tone 2. Two way audio
user 3. Teams user 1 answers the call present after call is
performs 4. Verify two way audio transferred
Unattended | 5. Teams user 1 transfers the call to
Transfer to Teams user 2 PASSED
second 6.Teams user 2 starts ringing
Teams user 7. Teams user 2 answers the call
8. Verify two way audio between PSTN
user and Teams user 2
10. PSTN user hangs up the call
11. Verify call is cleared successfully
56 | Teams user 1. Make a voice call from Teams user to | 1. Third user is Crestron phone
Calls PBX A PBX A user 1 added to the call does not have an
user, Teams | 2. Teams user hears Ring back Tone successfully option to add a
user adds 3. PBX A user 1 answers the call 2. All three users are user into
PBX A user to | 4. Verify two way audio able to hear each conference when
the ongoing | 5. Teams user adds PBX A user 2 to the | other its Teams user is
call ongoing call assigned with E5
6.PBX A user 2 starts ringing FAILED without Audio

7. PBX A user 2 answers the call

9. Verify all three users are able to hear
each other

10. Teams user hangs up the call

11. Verify call is cleared successfully

Conferencing
license. Only on
E5 without A/C
license, audio
conferencing a
user works via
Direct Routing.
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External Title Procedure Expected Results Comments
Status
ID
Currently phone
has the option to
add a user into
conference only
with E5 (with A/C)
license. With the
ES license,
conferencing a
user works
directly through
Microsoft and not
via Direct Routing
57 | Teams user 1. Make a voice call from Teams user to | 1. Third user is This testing is for
user Calls PBX A user added to the call only one PBX with
PBX A user, 2. Teams user hears Ring back Tone successfully Teams
Teams user 3. PBX A user answers the call 2. All three users are
adds PBX B 4. Verify two way audio able to hear each
user to the 5. Teams user adds PBX B user to the other NOT
ongoing call | ongoing call APPLICABLE

6.PBX B user starts ringing

7. PBX B user answers the call

9. Verify all three users are able to hear
each other

10. Teams user hangs up the call

11. Verify call is cleared successfully
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External

ID

58

Title

Teams user
user Calls
PBX A user,
Teams user
adds PSTN
user to the
ongoing call

Procedure

1. Make a voice call from Teams user to
PBX A user

2. Teams user hears Ring back Tone

3. PBX A user answers the call

4. Verify two way audio

5. Teams user adds PSTN user to the
ongoing call

6.PSTN user starts ringing

7. PSTN user answers the call

9. Verify all three users are able to hear
each other

10. Teams user hangs up the call

11. Verify call is cleared successfully

Expected Results

1. Third user is
added to the call
successfully

2. All three users are

able to hear each
other

Status

FAILED

Comments

Crestron phone
does not have an
option to add a
user into
conference when
its Teams user is
assigned with E5
without Audio
Conferencing
license. Only on
E5 without A/C
license, audio
conferencing a
user works via
Direct Routing.
Currently phone
has the option to
add a user into
conference only
with E5 (with A/C)
license. With the
ES license,
conferencing a
user works
directly through
Microsoft and not
via Direct Routing
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External Title Procedure Expected Results Comments
D Status
59 | Teams user 1. Make a voice call from Teams user to | 1. Third user is This testing is for
user Calls PBX B user 1 added to the call only one PBX with
PBX B user, 2. Teams user hears Ring back Tone successfully Teams
Teams user 3. PBX B user 1 answers the call 2. All three users are
adds PBX B 4. Verify two way audio able to hear each
user to the 5. Teams user adds PBX B user 2 to the | other NOT
ongoing call | ongoing call
6.PBX B user 2 starts ringing APPLICABLE
7. PBX B user 2 answers the call
9. Verify all three users are able to hear
each other
10. Teams user hangs up the call
11. Verify call is cleared successfully
60 | Teams user 1. Make a voice call from Teams user to | 1. Third user is This testing is for
user Calls PBX B user added to the call only one PBX with
PBX B user, 2. Teams user hears Ring back Tone successfully Teams
Teams user 3. PBX B user answers the call 2. All three users are
adds PBX A 4. Verify two way audio able to hear each
user to the 5. Teams user adds PBX A user to the other NOT
ongoing call | ongoing call APPLICABLE

6.PBX A user starts ringing

7. PBX A user answers the call

9. Verify all three users are able to hear
each other

10. Teams user hangs up the call

11. Verify call is cleared successfully
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61 | Teams user 1. Make a voice call from Teams user to | 1. Third user is This testing is for
user Calls PBX B user added to the call only one PBX with
PBX B user, 2. Teams user hears Ring back Tone successfully Teams
Teams user 3. PBX B user answers the call 2. All three users are
adds PSTN 4. Verify two way audio able to hear each
user to the 5. Teams user adds PSTN user to the other NOT
ongoing call | ongoing call
6. PSTN user starts ringing APPLICABLE
7. PSTN user answers the call
9. Verify all three users are able to hear
each other
10. Teams user hangs up the call
11. Verify call is cleared successfully
62 | Teams user 1. Make a voice call from Teams user to | 1. Third user is This testing is for
user Calls PSTN user added to the call only one PBX with
PSTN user, 2. Teams user hears Ring back Tone successfully Teams
Teams user 3. PSTN user answers the call 2. All three users are
adds PBX B 4. Verify two way audio able to hear each
user to the 5. Teams user adds PBX B user to the other NOT
ongoing call | ongoing call APPLICABLE

6. PBX B user starts ringing

7. PBX B user answers the call

9. Verify all three users are able to hear
each other

10. Teams user hangs up the call

11. Verify call is cleared successfully
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External

ID

63

Title

Teams user
user Calls
PSTN user,
Teams user
adds PBX A
user to the
ongoing call

Procedure

1. Make a voice call from Teams user to
PSTN user

2. Teams user hears Ring back Tone

3. PSTN user answers the call

4. Verify two way audio

5. Teams user adds PBX A user to the
ongoing call

6. PBX A user starts ringing

7. PBX A user answers the call

9. Verify all three users are able to hear
each other

10. Teams user hangs up the call

11. Verify call is cleared successfully

Expected Results

1. Third user is
added to the call
successfully

2. All three users are

able to hear each
other

Status

FAILED

Comments

Crestron phone
does not have an
option to add a
user into
conference when
its Teams user is
assigned with E5
without Audio
Conferencing
license. Only on
E5 without A/C
license, audio
conferencing a
user works via
Direct Routing.
Currently phone
has the option to
add a user into
conference only
with E5 (with A/C)
license. With the
ES license,
conferencing a
user works
directly through
Microsoft and not
via Direct Routing
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External

ID

64

Title

Teams user
user Calls
PSTN 1 user,
Teams user
adds PSTN 2
user to the
ongoing call

Procedure

1. Make a voice call from Teams user to
PSTN user 1

2. Teams user hears Ring back Tone

3. PSTN user 1 answers the call

4. Verify two way audio

5. Teams user adds PSTN user 2 to the
ongoing call

6. PSTN user 2 starts ringing

7. PSTN user 2 answers the call

9. Verify all three users are able to hear
each other

10. Teams user hangs up the call

11. Verify call is cleared successfully

Expected Results

1. Third user is
added to the call
successfully

2. All three users are

able to hear each
other

Status

FAILED

Comments

Crestron phone
does not have an
option to add a
user into
conference when
its Teams user is
assigned with E5
without Audio
Conferencing
license. Only on
E5 without A/C
license, audio
conferencing a
user works via
Direct Routing.
Currently phone
has the option to
add a user into
conference only
with E5 (with A/C)
license. With the
ES license,
conferencing a
user works
directly through
Microsoft and not
via Direct Routing
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External

ID

65

Title

PBX A user
Calls Teams
user, Teams
user adds
PBX A user to
the ongoing
call

Procedure

1. Make a voice call from PBX A user 1
to Teams user

2. PBX A user 1 hears Ring back Tone
3. Teams user answers the call

4. Verify two way audio

5. Teams user adds PBX A user 2 to the
ongoing call

6. PBX A user 2 starts ringing

7. PBX A user 2 answers the call

9. Verify all three users are able to hear
each other

10. Teams user hangs up the call

11. Verify call is cleared successfully

Expected Results

1. Third user is
added to the call
successfully

2. All three users are

able to hear each
other

Status

FAILED

Comments

Crestron phone
does not have an
option to add a
user into
conference when
its Teams user is
assigned with E5
without Audio
Conferencing
license. Only on
E5 without A/C
license, audio
conferencing a
user works via
Direct Routing.
Currently phone
has the option to
add a user into
conference only
with E5 (with A/C)
license. With the
ES license,
conferencing a
user works
directly through
Microsoft and not
via Direct Routing
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External Title Procedure Expected Results Comments
D Status
66 | PBX A user 1. Make a voice call from PBX Auserto | 1.Third user is This testing is for
Calls Teams | Teams user added to the call only one PBX with
user, Teams [ 2. PBX A user hears Ring back Tone successfully Teams
user adds 3. Teams user answers the call 2. All three users are
PBX B user to | 4. Verify two way audio able to hear each
the ongoing | 5. Teams user adds PBXB user to the other NOT
call ongoing call
6. PBX B user starts ringing APPLICABLE
7. PBX B user answers the call
9. Verify all three users are able to hear
each other
10. Teams user hangs up the call
11. Verify call is cleared successfully
67 | PBX A user 1. Make a voice call from PBX A userto | 1. Third useris Crestron phone
Calls Teams | Teams user added to the call does not have an
user, Teams | 2. PBX A user hears Ring back Tone successfully option to add a
user adds 3. Teams user answers the call 2. All three users are user into
PSTN user to | 4. Verify two way audio able to hear each conference when
the ongoing | 5. Teams user adds PSTN user to the other its Teams user is
call ongoing call assigned with E5
6. PSTN user starts ringing FAILED without Audio

7. PSTN user answers the call

9. Verify all three users are able to hear
each other

10. Teams user hangs up the call

11. Verify call is cleared successfully

Conferencing
license. Only on
E5 without A/C
license, audio
conferencing a
user works via
Direct Routing.
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External Title Procedure Expected Results Comments
Status
ID
Currently phone
has the option to
add a user into
conference only
with E5 (with A/C)
license. With the
ES license,
conferencing a
user works
directly through
Microsoft and not
via Direct Routing
68 | PBX B user 1. Make a voice call from PBX B user 1 1. Third user is This testing is for
Calls Teams | to Teams user added to the call only one PBX with
user, Teams | 2. PBX B user 1 hears Ring back Tone successfully Teams
user adds 3. Teams user answers the call 2. All three users are
PBX B user to | 4. Verify two way audio able to hear each
the ongoing | 5. Teams user adds PBX B user 2 to the | other
call ongoing call NOT
6. PBX B user 2 starts ringing APPLICABLE

7. PBX B user 2 answers the call

9. Verify all three users are able to hear
each other

10. Teams user hangs up the call

11. Verify call is cleared successfully
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External Title Procedure Expected Results Comments
D Status
69 | PBX B user 1. Make a voice call from PBX B userto | 1. Third user is This testing is for
Calls Teams | Teams user added to the call only one PBX with
user, Teams | 2. PBX B user hears Ring back Tone successfully Teams
user adds 3. Teams user answers the call 2. All three users are
PBX A user to | 4. Verify two way audio able to hear each
the ongoing | 5. Teams user adds PBX A user to the other NOT
call ongoing call
6. PBX A user starts ringing APPLICABLE
7. PBX A user answers the call
9. Verify all three users are able to hear
each other
10. Teams user hangs up the call
11. Verify call is cleared successfully
70 | PBX B user 1. Make a voice call from PBX B userto | 1. Third user is This testing is for
Calls Teams | Teams user added to the call only one PBX with
user, Teams | 2. PBX B user hears Ring back Tone successfully Teams
user adds 3. Teams user answers the call 2. All three users are
PSTN user to | 4. Verify two way audio able to hear each
the ongoing | 5. Teams user adds PSTN user to the other NOT
call ongoing call
6. PSTN user starts ringing APPLICABLE
7. PSTN user answers the call
9. Verify all three users are able to hear
each other
10. Teams user hangs up the call
11. Verify call is cleared successfully
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D Status
71 | PSTN user 1. Make a voice call from PSTN user to 1. Third user is This testing is for
Calls Teams | Teams user added to the call only one PBX with
user, Teams | 2. PSTN user hears Ring back Tone successfully Teams
user adds 3. Teams user answers the call 2. All three users are
PBX B user to | 4. Verify two way audio able to hear each
the ongoing | 5. Teams user adds PBX B user to the other NOT
call ongoing call
6. PBX B user starts ringing APPLICABLE
7. PBX B user answers the call
9. Verify all three users are able to hear
each other
10. Teams user hangs up the call
11. Verify call is cleared successfully
72 | PSTN user 1. Make a voice call from PSTN user to 1. Third user is Crestron phone
Calls Teams | Teams user added to the call does not have an
user, Teams | 2. PSTN user hears Ring back Tone successfully option to add a
user adds 3. Teams user answers the call 2. All three users are user into
PBX A user to | 4. Verify two way audio able to hear each conference when
the ongoing | 5. Teams user adds PBX A user to the other its Teams user is
call ongoing call assigned with E5
6. PBX A user starts ringing FAILED without Audio

7. PBX A user answers the call

9. Verify all three users are able to hear
each other

10. Teams user hangs up the call

11. Verify call is cleared successfully

Conferencing
license. Only on
E5 without A/C
license, audio
conferencing a
user works via
Direct Routing.
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External Title Procedure Expected Results Comments
Status

ID
Currently phone
has the option to
add a user into
conference only
with E5 (with A/C)
license. With the
ES license,
conferencing a
user works
directly through
Microsoft and not
via Direct Routing
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ID

73

Title

PSTN 1 user
Calls Teams
user, Teams
user adds
PSTN 2 user
to the
ongoing call

Procedure

1. Make a voice call from PSTN user 1 to
Teams user

2. PSTN user 1 hears Ring back Tone

3. Teams user answers the call

4. Verify two way audio

5. Teams user adds PSTN user 2 to the
ongoing call

6. PSTN user 2 starts ringing

7. PSTN user 2 answers the call

9. Verify all three users are able to hear
each other

10. Teams user hangs up the call

11. Verify call is cleared successfully

Expected Results

1. Third user is
added to the call
successfully

2. All three users are

able to hear each
other

Status

FAILED

Comments

Crestron phone
does not have an
option to add a
user into
conference when
its Teams user is
assigned with E5
without Audio
Conferencing
license. Only on
E5 without A/C
license, audio
conferencing a
user works via
Direct Routing.
Currently phone
has the option to
add a user into
conference only
with E5 (with A/C)
license. With the
ES license,
conferencing a
user works
directly through
Microsoft and not
via Direct Routing
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ID

74

Title

PSTN user

Calls Teams
user, Teams
user adds

two or more
users to the
ongoing call

Procedure

1. Make a voice call from PSTN user to
Teams user 1

2. PSTN user hears Ring back Tone

3. Teams user 1 answers the call

4. Verify two way audio

5. Teams user 1 adds Teams user 2 to
the ongoing call

6. Verify Teams user 2 is added
successfully to the call

7. Teams user 1 adds PBX A user to the
ongoing call

9. Verify PBX A user is added
successfully to the call

10. Teams user 1 adds PBX B user to
the ongoing call

11. Verify PBX B user is added
successfully to the call

12. Verify all four users are able to hear
each other

13. All the users hang up and call is
cleared successfully for all the users

Expected Results

1. Third user is
added to the call
successfully

2. All three users are

able to hear each
other

Status

FAILED

Comments

Crestron phone
does not have an
option to add a
user into
conference when
its Teams user is
assigned with E5
without Audio
Conferencing
license. Only on
E5 without A/C
license, audio
conferencing a
user works via
Direct Routing.
Currently phone
has the option to
add a user into
conference only
with E5 (with A/C)
license. With the
ES license,
conferencing a
user works
directly through
Microsoft and not
via Direct Routing

Property of tekVizionLabs - 156




External Title Procedure Expected Results Comments
Status
ID
75 | PBX A user 1. Teams user sets call forwarding all to | 1. Teams user is able
Calls Teams | PBX A user 2 to forward the
user, Teams | 2. Make a voice call from PBX A user 1 incoming call to
user CFA to to Teams user correct destination
PBX A user 3. PBX A user 2 starts ringing PASSED
4. PBX A user 2 answers the call
5. Verify two way audio
6. PBX A user 1 hangs up the call
7. Verify call is cleared successfully
76 | PBX A user 1. Teams user sets call forwarding all to | 1. Teams user is able This testing is for
Calls Teams | PBX B user to forward the only one PBX with
user, Teams | 2. Make a voice call from PBX A user to | incoming call to Teams
user CFA to Teams user correct destination
o NOT
PBX B user 3. PBX B user starts ringing APPLICABLE
4. PBX B user answers the call
5. Verify two way audio
6. PBX A user hangs up the call
7. Verify call is cleared successfully
77 | PBX A user 1. Teams user sets call forwarding all to | 1. Teams user is able
Calls Teams [ PSTN user to forward the
user, Teams | 2. Make a voice call from PBX A userto | incoming call to
user CFA to Teams user correct destination
PSTN user 3. PSTN user starts ringing PASSED

4. PSTN user answers the call

5. Verify two way audio

6. PBX A user hangs up the call

7. Verify call is cleared successfully
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External Title Procedure Expected Results Comments
D Status
78 | PBX B user 1. Teams user sets call forwarding all to | 1. Teams user is able This testing is for
Calls Teams | PBX B user 2 to forward the only one PBX with
user, Teams | 2. Make a voice call from PBX B user 1 incoming call to Teams
user CFA to to Teams user correct destination NOT
PBX B user 3. PBX B user 2 starts ringing APPLICABLE
4. PBX B user 2 answers the call
5. Verify two way audio
6. PBX B user 1 hangs up the call
7. Verify call is cleared successfully
79 | PBX B user 1. Teams user sets call forwarding all to | 1. Teams user is able This testing is for
Calls Teams | PBX A user to forward the only one PBX with
user, Teams | 2. Make a voice call from PBX B user to | incoming call to Teams
user CFA to Teams user correct destination NOT
PBX A user 3. PBX A user starts ringing APPLICABLE
4. PBX A user answers the call
5. Verify two way audio
6. PBX B user hangs up the call
7. Verify call is cleared successfully
80 | PBX B user 1. Teams user sets call forwarding all to | 1. Teams user is able This testing is for
Calls Teams [ PSTN user to forward the only one PBX with
user, Teams | 2. Make a voice call from PBX B user to | incoming call to Teams
user CFA to Teams user correct destination
PSTN user 3. PSTN user starts ringing NOT
APPLICABLE

4. PSTN user answers the call

5. Verify two way audio

6. PBX B user hangs up the call

7. Verify call is cleared successfully
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D Status
81 | PSTN user 1. Teams user sets call forwarding all to | 1. Teams user is able This testing is for
Calls Teams | PBX B user to forward the only one PBX with
user, Teams [ 2. Make a voice call from PSTN user to incoming call to Teams
user CFA to Teams user correct destination
o NOT
PBX B user 3. PBX B user starts ringing APPLICABLE
4. PBX B user answers the call
5. Verify two way audio
6. PSTN user hangs up the call
7. Verify call is cleared successfully
82 | PSTN user 1. Teams user sets call forwarding all to | 1. Teams user is able
Calls Teams | PBX A user to forward the
user, Teams | 2. Make a voice call from PSTN user to incoming call to
user CFA to Teams user correct destination
PBX A user 3. PBX A user starts ringing PASSED
4. PBX A user answers the call
5. Verify two way audio
6. PSTN user hangs up the call
7. Verify call is cleared successfully
83 | PSTN 1 user [ 1. Teams user sets call forwarding all to | 1. Teams user is able
Calls Teams | PSTN user 2 to forward the
user, Teams | 2. Make a voice call from PSTN user 1 to | incoming call to
user CFA to Teams user correct destination
PSTN 2 user | 3. PSTN user 2 starts ringing PASSED

4. PSTN user 2 answers the call

5. Verify two way audio

6. PSTN user 1 hangs up the call

7. Verify call is cleared successfully
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External Title Procedure Expected Results Comments
Status
ID
84 | PBX A user 1. Teams user sets call forwarding no 1. Teams user is able
Calls Teams | answer to PBX A user 2 to forward the
user, Teams | 2. Make a voice call from PBX A user 1 incoming call
user CFNAto | to Teams user successfully on
PBX A user 3. Teams user starts ringing reaching the No
4. Teams user does not answer the call | answer timeout
5. Call gets forwarded after the no value PASSED
answer timeout value is reached
6. PBX A user 2 starts ringing
4. PBX A user 2 answers the call
5. Verify two way audio
6. PBX A user 1 hangs up the call
7. Verify call is cleared successfully
85 | PBX A user 1. Teams user sets call forwarding no 1. Teams user is able This testing is for
Calls Teams | answer to PBX B user to forward the only one PBX with
user, Teams | 2. Make a voice call from PBX A user to | incoming call Teams
user CFNAto | Teams user successfully on
PBX B user 3. Teams user starts ringing reaching the No
4. Teams user does not answer the call | answer timeout NOT
5. Call gets forwarded after the no value APPLICABLE

answer timeout value is reached
6. PBX B user starts ringing

4. PBX B user answers the call

5. Verify two way audio

6. PBX A user hangs up the call

7. Verify call is cleared successfully
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External Title Procedure Expected Results Comments
D Status
86 | PBX A user 1. Teams user sets call forwarding no 1. Teams user is able This testing is for
Calls Teams | answer to PSTN user to forward the only one PBX with
user, Teams | 2. Make a voice call from PBX A user to | incoming call Teams
user CFNAto | Teams user successfully on
PSTN user 3. Teams user starts ringing reaching the No
4. Teams user does not answer the call | answer timeout
5. Call gets forwarded after the no value PASSED
answer timeout value is reached
6. PSTN user starts ringing
4. PSTN user answers the call
5. Verify two way audio
6. PBX A user hangs up the call
7. Verify call is cleared successfully
87 | PBX B user 1. Teams user sets call forwarding no 1. Teams user is able This testing is for
Calls Teams [ answer to PBX B user 2 to forward the only one PBX with
user, Teams | 2. Make a voice call from PBX B user 1 incoming call Teams
user CFNAto [ to Teams user successfully on
PBX B user 3. Teams user starts ringing reaching the No
4. Teams user does not answer the call | answer timeout NOT
5. Call gets forwarded after the no value APPLICABLE

answer timeout value is reached
6. PBX B user 2 starts ringing

4. PBX B user 2 answers the call

5. Verify two way audio

6. PBX B user hangs up the call

7. Verify call is cleared successfully
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88 | PBX B user 1. Teams user sets call forwarding no 1. Teams user is able This testing is for
Calls Teams | answer to PBX A user to forward the only one PBX with
user, Teams | 2. Make a voice call from PBX B user to | incoming call Teams
user CFNAto | Teams user successfully on
PBX A user 3. Teams user starts ringing reaching the No
4. Teams user does not answer the call | answer timeout
NOT
5. Call gets forwarded after the no value
. . APPLICABLE
answer timeout value is reached
6. PBX A user starts ringing
4. PBX A user answers the call
5. Verify two way audio
6. PBX B user hangs up the call
7. Verify call is cleared successfully
89 | PBX B user 1. Teams user sets call forwarding no 1. Teams user is able This testing is for
Calls Teams | answer to PSTN user to forward the only one PBX with
user, Teams | 2. Make a voice call from PBX B user to | incoming call Teams
user CFNAto | Teams user successfully on
PSTN user 3. Teams user starts ringing reaching the No
4. Teams user does not answer the call | answer timeout NOT
5. Call gets forwarded after the no value APPLICABLE

answer timeout value is reached
6. PSTN user starts ringing

4. PSTN user answers the call

5. Verify two way audio

6. PBX B user hangs up the call

7. Verify call is cleared successfully
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90 | PSTN user 1. Teams user sets call forwarding no 1. Teams user is able This testing is for
Calls Teams | answer to PBX B user to forward the only one PBX with
user, Teams | 2. Make a voice call from PSTN user to incoming call Teams
user CFNAto | Teams user successfully on
PBX B user 3. Teams user starts ringing reaching the No
4. Teams user does not answer the call | answer timeout
NOT
5. Call gets forwarded after the no value
. . APPLICABLE
answer timeout value is reached
6. PBX B user starts ringing
4. PBX B user answers the call
5. Verify two way audio
6. PSTN user hangs up the call
7. Verify call is cleared successfully
91 | PSTN user 1. Teams user sets call forwarding no 1. Teams user is able
Calls Teams | answer to PBX A user to forward the
user, Teams | 2. Make a voice call from PSTN user to incoming call
user CFNAto | Teams user successfully on
PBX A user 3. Teams user starts ringing reaching the No
4. Teams user does not answer the call | answer timeout
5. Call gets forwarded after the no value PASSED
answer timeout value is reached
6. PBX A user starts ringing
4. PBX A user answers the call
5. Verify two way audio
6. PSTN user hangs up the call
7. Verify call is cleared successfully
92 | PSTN 1 user [ 1. Teams user sets call forwarding no 1. Teams user is able PASSED
Calls Teams | answer to PSTN user 2 to forward the
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user, Teams | 2. Make a voice call from PSTN user 1 to | incoming call
user CFNAto | Teams user successfully on
PSTN 2 user | 3. Teams user starts ringing reaching the No
4. Teams user does not answer the call | answer timeout
5. Call gets forwarded after the no value
answer timeout value is reached
6. PSTN user 2 starts ringing
4. PSTN user 2 answers the call
5. Verify two way audio
6. PSTN user 1 hangs up the call
7. Verify call is cleared successfully
93 [ PSTN user 1. Teams user sets simultaneous ringing Tested only with
calls Teams to PBX A user and PBX B user PBX A
user, Teams | 2. Make a voice call from PSTN user to
user and Teams user
users set for | 3. Teams user, PBX A user and PBX B
simultaneous | user starts ringing PASSED

ringing also
rings

4. PBX A user answers the call

5. Verify two way audio

6. PSTN user hangs up

7. Verify call is cleared successfully

8. Repeat steps 2 to 6 where PBX B user
answers the call
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94 | Teams user 1. Make a voice call from Teams user 1. Teams user is able
with with restricted caller ID to PBX A user to dial an outbound
restricted 2.Teams user hears Ring back Tone call with restricted
Caller ID Calls | 3. PBX A user starts ringing caller ID
PBX A user 4. Verify caller ID displayed on PBX A 2. Call is successful
user is Unavailable/Private/Anonymous | with two way audio
PASSED
5. PBX A user answers the call
6. Verify two way audio
7. Teams user hangs up the call
8. Verify call is cleared successfully
95 | Teams user 1. Make a voice call from Teams user 1. Teams user is able This testing is for
with with restricted caller ID to PBX B user to dial an outbound only one PBX with
restricted 2.Teams user hears Ring back Tone call with restricted Teams
Caller ID Calls | 3. PBX B user starts ringing caller ID
PBX B user 4. Verify caller ID displayed on PBX B 2. Call is successful NOT
user is Unavailable/Private/Anonymous | with two way audio | APPLICABLE
5. PBX B user answers the call
6. Verify two way audio
7. Teams user hangs up the call
8. Verify call is cleared successfully
96 | Teams user 1. Make a voice call from Teams user 1. Teams user is able
with with restricted caller ID to PSTN user to dial an outbound
restricted 2.Teams user hears Ring back Tone call with restricted PASSED
Caller ID Calls | 3. PSTN user starts ringing caller ID
PSTN user 4. Verify caller ID displayed on PSTN 2. Call is successful

user is Unavailable/Private/Anonymous

with two way audio
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5. PSTN user answers the call
6. Verify two way audio
7. Teams user hangs up the call
8. Verify call is cleared successfully
97 | PBX A user 1. Make a voice call from PBX A user 1. Teams user is able
with with restricted caller ID to Teams user to receive an
restricted 2. PBX A user hears Ring back Tone inbound call with
Caller ID Calls | 3. Teams user starts ringing restricted caller ID
Teams user 4. Verify caller ID displayed on Teams 2. Call is successful
. . : : . PASSED
user is Unavailable/Private/Anonymous | with two way audio
5. Teams user answers the call
6. Verify two way audio
7. PBX A user hangs up the call
8. Verify call is cleared successfully
98 | PBX B user 1. Make a voice call from PBX B user 1. Teams user is able This testing is for
with with restricted caller ID to Teams user to receive an only one PBX with
restricted 2. PBX B user hears Ring back Tone inbound call with Teams
Caller ID Calls | 3. Teams user starts ringing restricted caller ID
Teams user | 4. Verify caller ID displayed on Teams 2. Call is successful NOT
user is Unavailable/Private/Anonymous | with two way audio | APPLICABLE

5. Teams user answers the call

6. Verify two way audio

7. PBX B user hangs up the call

8. Verify call is cleared successfully
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99 | PSTN user 1. Make a voice call from PSTN user 1. Teams user is able
with with restricted caller ID to Teams user to receive an
restricted 2. PSTN user hears Ring back Tone inbound call with
Caller ID Calls | 3. Teams user starts ringing restricted caller ID
Teams user | 4. Verify caller ID displayed on Teams 2. Call is successful
user is Unavailable/Private/Anonymous | with two way audio
5. Teams user answers the call PASSED
6. Verify two way audio
7. PSTN user hangs up the call
8. Verify call is cleared successfully
100 | PBX A user 1. Make a voice call from PBX A userto | 1. Teams user is able
Calls Teams Teams user to receive and
user and 2. Teams user does not answer the call | retrieve voicemail
leaves 3. Allow the call to get forwarded to successfully
voicemail voicemail
4. PBX A user successfully leaves PASSED
voicemail
5. Teams user receives voicemail
notification
6. Teams user successfully retrieves
voicemail
101 | PBX B user 1. Make a voice call from PBX B userto | 1. Teams user is able This testing is for
Calls Teams | Teams user to receive and NOT only one PBX with
user and 2. Teams user does not answer the call | retrieve voicemail APPLICABLE Teams

3. Allow the call to get forwarded to

successfully
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leaves voicemail
voicemail 4. PBX B user successfully leaves
voicemail
5. Teams user receives voicemail
notification
6. Teams user successfully retrieves
voicemail
102 | PSTN user 1. Make a voice call from PSTN user to 1. Teams user is able
Calls Teams Teams user to receive and
user and 2. Teams user does not answer the call | retrieve voicemail
leaves 3. Allow the call to get forwarded to successfully
voicemail voicemail
4. PSTN user successfully leaves PASSED
voicemail
5. Teams user receives voicemail
notification
6. Teams user successfully retrieves
voicemail
103 | Teams user 1. Make a voice call from Teams user to | 1. Teams user is able
Calls PBX A PBX A user to leave voicemail
user and 2. PBX A user does not answer the call and navigate voice
leaves 3. Allow the call to get forwarded to mail menu using
. . . . PASSED
voicemail voicemail DTMF successfully

4. Teams user successfully leaves
voicemail and navigates voicemail
menu using DTMF
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104 | Teams user 1. Make a voice call from Teams user to | 1. Teams user is able This testing is for
Calls PBX B PBX B user to leave voicemail only one PBX with
user and 2. PBX B user does not answer the call and navigate voice Teams
leaves 3. Allow the call to get forwarded to mail menu using NOT
voicemail voicemail DTMF successfully APPLICABLE
4. Teams user successfully leaves
voicemail and navigates voicemail
menu using DTMF
105 | Teams user 1. Make a voice call from Teams user to | 1. Teams user
Calls PBX A PBX A user handles the failure
user, PBXA 2. PBX Areturns 486 Busy response
returns call 3. Verify Teams user gets appropriate successfully
failure notlflcatlon or announcement and the PASSED
response call is cleared
4. Repeat steps 1 to 3 where PBX A
returns 480, 404, 503 SIP responses
5. Document the observation on Teams
user side
106 | Teams user 1. Make a voice call from Teams user to | 1. Teams user is able SIP URI Not tested
Calls PBX A PBX A user using SIP URI to call using SIP URI for this PBX
user using 2. PBX A user starts ringing 2. Call is connected NOT
SIP URI 3. PBX A user answers the call with two way audio
. . TESTED
4. Verify two way audio successfully
5. Teams user hangs up the call
6. Verify call is cleared successfully
107 | Teams user 1. Make a voice call from Teams user to | 1. Teams user is able NOT This testing is for
Calls PBX B PBX B user using SIP URI to call using SIP URI APPLICABLE only one PBX with

2. PBX B user starts ringing

2. Call is connected

Teams
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user using 3. PBX B user answers the call with two way audio
SIP URI 4. Verify two way audio successfully
5. Teams user hangs up the call
6. Verify call is cleared successfully
108 | PBX A user 1. Make a voice call from PBXAuserto | 1.Teams user is able SIP URI Not tested
Calls Teams | Teams user using SIP URI to call using SIP URI for this PBX
user using 2. PBX A user starts ringing 2. Call is connected NOT
SIP URI 3. PBX A user answers the call with two way audio
. . TESTED
4. Verify two way audio successfully
5. PBX A user hangs up the call
6. Verify call is cleared successfully
109 | PBX B user 1. Make a voice call from PBX B userto | 1. Teams user is able This testing is for
Calls Teams | Teams user using SIP URI to call using SIP URI only one PBX with
user using 2. PBX B user starts ringing 2. Call is connected NOT Teams
SIP URI 3. PBX B user answers the call with two way audio
. . APPLICABLE
4. Verify two way audio successfully
5. PBX B user hangs up the call
6. Verify call is cleared successfully
110 | Teams user 1. Make a voice call from Teams user to Not applicable for
calls Skype Skype for Business user this topology
for Business | 2. Teams user hears Ring back Tone
user 3. Skype for Business user answers the NOT
call APPLICABLE

4. Verify two way audio

5. Teams user hangs up the call

6. Verify call is cleared successfully
7. Verify the same scenario where
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Skype for Business user is internal and
external
111 | Skype for 1. Make a voice call from Skype for Not applicable for
Business Business user to Teams user this topology
user calls 2. Skype for Business user hears Ring
Teams user back Tone
3. Teams user answers the call
4. Verify two way audio NOT
5. Skype for Business user hangs up the APPLICABLE
call
6. Verify call is cleared successfully
7. Verify the same scenario where
Skype for Business user is internal and
external
112 | Teams user 1. Skype for business user is an External Not applicable for
calls Skype Mobile user this topology
for Business | 2. Make a voice call from Teams user to
External Skype for Business user
Mobile user | 3. Teams user hears Ring back Tone NOT
4. Skype for Business user answers the APPLICABLE

call

5. Verify two way audio

6. Teams user hangs up the call

7. Verify call is cleared successfully
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113 | Skype for 1. Skype for business user is an External Not applicable for
Business Mobile user this topology
External 2. Make a voice call from Skype for
Mobile user | Business user to Teams user
calls Teams 3. Skype for Business user hears Ring
user back Tone NOT
4. Teams user answers the call APPLICABLE
5. Verify two way audio
6. Skype for Business user hangs up the
call
7. Verify call is cleared successfully
114 | Teams user 1. Make a voice call from Teams user to Not applicable for
call other another tenant users (Teams desktop this topology
tenant users | client user, Teams mobile user, Skype NOT
for Bu.smess 'Onllne user) APPLICABLE
2. Verify call is successful
3. Make one call to each different user
one by one
115 | Teams users | 1. Skype for business user schedules a Not applicable for
joins a meeting and invites Teams user 1 and this topology
meeting Teams user 2
scheduled by | 2. Teams user 1 joins the meeting using
Skype for the Join button NOT
business On- | 3. Teams user 2 joins the meeting using APPLICABLE
premises the dial-in conferencing number
user 4. Verify Teams users are able to join

the meeting successfully
5. Verify all three users are able to hear
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each other
6. Skype for Business user ends the
meeting

116 | Teams user 1. Teams user schedules a meeting and Not applicable for
invites Skype | invites Skype for Business user 1 and this topology
for business | Skype for Business user 2

users for a 2.Skype for Business user 1 joins the
meeting meeting using the Meeting link

3.Skype for Business user 2 joins the
meeting using the dial-in conferencing
number

4. Verify all three users are able to hear
each other

5.Teams user ends the meeting

NOT
APPLICABLE
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